Opranu3anoHHOE ¥ IPAaBOBOE 0OECTICUEeHHE 3aINUTH HH(OPMALTUH
Paznen 1. IlpaBoBoe obecriedeHne 3amuThl HHPOPMALUU

Tema 1.1 UudopmannoHHbie OTHOIIEHHS, KAK 00bEKT NMPAaBOBOI0 pery-
JIMPOBAHUS; 3aKOHOAATEJIbCTBO P® B 00s1acTH HHPOPMALMOHHOM 0e301acHO-
CTH

1 CtpykTypa u cocTaB HH(POPMANMOHHOT0 3aKOHOIATEIbCTBA

B ocHOBE KOMITJIEKCHOH cHCTeMbl HHPOPMAITMOHHOW 0€30TIaCHOCTH JIF0O0TO
00BEKTa JIeXKAT CIICAYIONINE METOIbI 3AIUTHI:

1) TIpaBoBbIe (MEXKIyHAPOIHBIC, FOCYAaPCTBEHHBIC, MECTHBIC, BEJIOMCTBCH-
HBIC ¥ BHYTPU(HUPMEHHBIC PABOBHIE aKTHI);

2) OprasuszaioHHble (CO3AaHuE CIYKO OE30MaCHOCTH U BBEACHUE PEKUMA
3amuThl UHGOPMAIKHU, MTOJTOTOBKA U MEPENOArOTOBKA KaIpOB, CUCTEMBI JIUIICH3U-
pOBaHUs U CePTU(PUKALMK B 00JIACTH 3aIUTHI HH(GOPMAITIH);

3) Texuuyeckue (MporpaMMHbBIC, anapaTHBIC, KPUITOTpapUUECKUe Cpe-
CTBa, (PU3HUECKUE OTPAKICHUS U IPENSATCTBUA).

[IpuMeHeHre KakI0ro METoJa 3alluThl WH(OPMAIUU PErIaMEHTUPYETCS
HOPMAaTUBHO-TIPABOBBIMHU JIOKYMEHTAaMHU, T.€. 3aKOHAMU M MOJI3aKOHHBIMU aKTaMHU,
KOTOpBbIE B CBOEH COBOKYIMHOCTH OOpPa3yroT MPaBOBYIO 0a3y MH(POPMAIMOHHOTO
npaBa. UHpopMaimoHHoe mpaBo — OTHOCUTEIHLHO MOJIOAAs OTPACIb MpaBa, KOTopas
Hauaja popMupoBaThCs B cucTeMe npasa Poccuiickoit @enepariyu nocie npuHsITUS
B 1994 r. 1-ii wactu I'paxxnanckoro kojaekca u 3akoHa «O06 mHdpopmaruu, nHGOP-
MaTHU3aluu U 3anmre nHpopmaruu» B 1995 r.

NudopmarnimoHHoe 3aKOHOIATENIBCTBO PETYJIUPYET OOIIECTBEHHbBIE OTHOIIIE-
HUS B O0JIACTH CO3/IaHUS, UCIIOJIB30BaHUA U 3alUThl WHMOpMaiuu. [IpumMeHsTh
CpPEACTBa U METObI 3alIUTHI MOXXHO TOJIBKO K MaTepUAIBHBIM 00BEKTaM, IIOITOMY
00BEKTaMH 3alUThl HHPOPMAIIUK BCETAA SABJISIOTCS GU3HUYECKUE HOCUTENN HHPOP-
MalllH, T.€. IEPCOHAJ, JOKYMEHThI U TEXHUYECKUE CPEJICTBA.

Oco0eHHO aKTyaJbHBIMU B HACTOSIIEE BPEMSs SIBJISIOTCS BOMPOCHI 3AIUThHI
uH(pOpMAITUU OTPAHUYEHHOTO JOCTyMNa, K KOTOPOM OTHOCUTCS TOCYAapCTBEHHAs

TaliHa 1 nH(opManus KoH(pUIeHIMaIbHOro XapakTepa. [IpaBoBoe obecrnieuenue 3a-
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HIUTHI HH(QOPMAIMU 3aBUCHUT OT BUJIA U XapaKkTepa HocuTene nugopmanuu. Hanm-
YHue pa3IuYHbIX HCTOYHUKOB YIPO3, BEACHHE OYMaKHOTO U 3JIEKTPOHHOTO JIEI0IPO-
W3BOJICTBA KOH(UIEHIIMATBLHOTO XapaKkTepa TpeOyIOT pa3rpaHU4eHUs ITpaB, 00s13aH-
HOCTEH U KOMIIETCHIIMM KOMMEPUYECKUX U HEKOMMEPUYECKHX CTPYKTYp, HOpUINYE-
CKUX U (DU3MUECKUX JIUI, a TAK)KE YCTAHOBJICHHS MEp aJMUHUCTPATUBHON M yro-
JIOBHOM OTBETCTBEHHOCTH.

Opranu3anmoHHasi CTPyKTypa, peaju3yromas KOMIUIEKC Mep 0e30MacHOCTH
Ha MPEINPUITHH — CIIy)0a 0€30MacHOCTH Takke 0a3upyercs Ha MPaBOBbIX, METO-
JUYECKUX M OPraHu3alMOHHO-PACHOPSAIUTENBHBIX JOKYMEHTAX, ONPEACIISIOINX
CTaTyc, IpaBa U 00513aHHOCTH ATUX OPTraHOB 3aILUThI, TOPSA0K JIUIIEH3UPOBAHUS UX
JEATEIbHOCTH M CEPTU(MUKALMIO HUCIOIb3YEMBIX UMM TEXHUYECKUX CPENICTB 3a-
HIUTHI HH()OPMAIUH.

WNHupopmaninoHHOE 3aKOHOIATENBCTBO - 3TO COBOKYITHOCTh HOPM IIpaBa, pe-
TYJUPYIOIIUX OOIIECTBEHHbIC OTHOIIEHUS B MH(GOpPMAIMOHHOM cdepe.

[IpenmMeToM mpaBOBOro pEryaupoBaHus B MH(POpMAIMOHHOW cdepe sBIs-
IOTCSL: CO3/IaHUE U paclpocTpaHeHrne nHpopmanuu; popmrupoBaHue HHHOPMaIMOH-
HBIX PECYPCOB; peajin3allys MpaBa Ha MOUCK, NOJIyYeHHE, TIepeaady U moTpedaeHue
uHbOpMaInK; CO3[JaHle U MPUMEHEHNE NHPOPMAITMOHHBIX CUCTEM U TEXHOJIOTHIl;
CO3JaHie U MPUMEHEHHE CPEACTB MH(POPMALIMOHHON 0€30MacHOCTH.

dopMUpOBaHUE 3aKOHOAATEIHCTBA B 007acCTH MH(DOPMAIIMOHHOTO MpaBa B
Poccuiickoit ®denepanuu (P®) Hayaaoch, B OCHOBHOM, CO BPEMEHH IOSBICHUS
«Konuenmuu npaBoBoi nHpopmaruzanuu Poccun», yreepxkaeHHoil Ykazom Ilpe-
sunenta PO ot 28.06.93 . Ne 966. B ocHOBE nH()OpMAIMOHHOT0 3aKOHO1aTETHCTBA
HAXOJUTCs cBO0OOIAa MH(OPMAIIMU U 3alPETUTEIbHBIN NPUHIIMII TpaBa (BCe, YTO HE
3aMpenieHo 3aKOHOM - Pa3pelieHo). DTO 3aKPEIIEHO B OCHOBHBIX MEXIYHAPOHBIX
U POCCUHCKHUX MPABOBBIX JOKYMEHTaX, Hampumep, B cT. 3 Bceobmein nexmaparus
npaB yenoBeka oT 10.12.1948 r. u B cT. 29 Koncrturyunu PO, npunsron 12.12.1993
r. B nensx peanuzanuu 3TUx mnpaB U cBOOO IPUHUMAaEMbI€ 3aKOHOIATEIbHBIC AKThI

YCTaHAaBJIMBAIXOT I'apaHTHH, O6H33HHOCTI/I, MCXaHHN3MbI 3allIMTHI 1 OTBECTCTBCHHOCTD.
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CrpykTypa nHGOPMAILIMOHHOTO 3aKOHOJATENbCTBA CTPOUTCSI UCXO/Sl U3 MPUHIUIIA
«BEPXOBEHCTBA 3aKOHA»: HOPMBI BBIIIECTOSIIETO M0 HepapXUu akTa 001agaroT 60-
Jiee BBICOKOM IOpUIMYECKON CUITON U SIBISIIOTCS ONPEIEIISIIOITUMU JIJIs1 COOTBETCTBY-
IOIMX HOPM BCEX HMXKECTOAIINX aKTOB:

1) Koncrurynus PO.

2) denepanbHble KOHCTUTYIHOHHBIC 3aKOHBI PD

3) denepanbHbic 3aKOHBI PO

4) VYxa3bl u pacniopspkerus [Ipesunenta PO

5) 3akoHOmATENbHBIC aKThl CyOBEKTOB PD

6) IlocraHOBIIECHUS U PACTIOPSHKEHUS

7) IlpaBurenbcTBa PO

8) HopmaTtuBHBIC MPABOBBIC AKThI BBICIIIMX OPraHOB MCIIOJHUTEIBHOMN Bila-
CTU cyObeKTOB PD

9) HopmaTHBHBIC IPABOBBIC aKThI (heIePaTbHBIX OPTaHOB UCTIONHUTEIBHOM
BJIACTH

10) HopMaTHBHBIEC TPaBOBbIC aKThl OPTaHOB MCIOJIHUTEIHLHOMN BIACTH CYOb-
eKToB PO

11) [TpaBOBBIC aKThI OPraHOB MECTHOT'O CAMOYTIPABJICHUS

3akoH «O06 uHbopManyK, HHOOPMAITMOHHBIX TEXHOJIOTHSIX U O 3aIIUTE WH-
dbopmann» ot 27.13.2006 1. Ne 149-D3 ycTaHOBMI CleyIOLIME MPUHLIUIIBI IPABO-
BOT'0 PETyJIMPOBAaHUSI OTHOIICHUH, B HH(popMalimoHHo cdepe (cT. 3):

— cB00O/a MMOKUCKA, MOTYUYECHHUS], Iepeiadul, IPOU3BOJICTBA U paCIPOCTpaHe-
HUS

— uH(popManuu JH00BIM 3aKOHHBIM CIIOCOOOM;

— YCTaHOBJICHHE OTpaHMYEHHUH JocTyna K HH(OPMAaLKUK TOJIBKO (enepab-
HBIMU

— 3aKOHaMH,
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—  OTKPBITOCTb UH(OPMAIIUU O JICSITEIHLHOCTH TOCYIAPCTBEHHBIX OPraHOB U
OpraHoB

— MECTHOTO CaMOYIIpaBIJICHUs U CBOOOHBIN JOCTYN K TaKo¥ nH(OpMaLnu;

— obecneuenne 6e3omacHoctu Poccuiickort ®Denepaniuu Mpu CO3JTaHUU U
IKCIUTyaTaly HHHOPMAITUOHHBIX CUCTEM;

— JIOCTOBEPHOCTb UH(OpMAIIUU U CBOEBPEMEHHOCTD €€ MPEI0CTABIICHHUS;

— HENPUKOCHOBEHHOCTh YaCTHOW >KM3HHU, HEJOIMYCTUMOCTh cOOpa, XpaHe-
HUS,

— HCIOJIb30BaHMS W paclpocTpaHeHUs WH(OpMAIMK O YacCTHOW IKU3HHU
aurna 0e3 ero corjacus;

— HEJOIMYCTUMOCTh MPEUMYIIECTB MPUMEHEHUS OJHUX WH(POPMAIIMOHHBIX
TEXHOJIOTUH Mepe/l APYTUMH, KPOME TOCYAapCTBEHHBIX HH(OOPMAIIMOHHBIX CHCTEM,
YCTAaHOBJICHHBIX B COOTBETCTBUU C (heJiepaTbHbBIMU 3aKOHAMM.

NudopmarimonHoe 3aKOHOAATEIHCTBO UMEET CIEIYIOUIYIO CTPYKTYPY:

1) MexayHapoaHbie aKThl HH()OPMALIMOHHOTO 3aKOHOAATEILCTRA.

2) Koncturynwms PO, I'paxnanckuii kogekc PD, YronoBubi kogaeke PO u
Ap.

3) 3akon P® «O6 unpopmarium, ...» u ap. (Bcero okosio 80 3aK0HOB).

4) VYxassl u pacnopspkenus Ipesunenra PO. [Toctanosnenus [IpaBurens-
ctBa PO.

5) MecTHbIC, BEJOMCTBEHHbBIC W BHYTPHOPIaHHU3AIMOHHBIC JPyrye Moj3a-
KOHHBIC aKTHI.

COBOKYITHOCTb BBIIIEIIEPEUNUCICHHBIX JOKYMEHTOB COCTAaBJISIET MPABOBYIO

0a3y B nH(pOpMaImoOHHO cdepe.
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2 OcHOBHBIE onpeaeieHusi B 00,1acTH HHGOPMALIMOHHOT0 MTPaBa

OCHOBHOIl HOPMAaTHUBHO-TIPABOBOW JOKYMEHT B cdepe HH(OPMAITMOHHOTO
npaBa 3T0 3akoH «O0 nHdopmanuu, HTHGOPMAIIMOHHBIX TEXHOJOTUSIX U O 3aIUTe
uH(bopMaIuu”, KOTOPBIM pEeryaupyer OTHOILIEHHUS, CBSI3aHHBIE C:

— OCYHICCTBJICHHUCM IIpaBa Ha IIOUCK, IIOJYYCHHUC, IICPpCaAavy, IPOU3BOACTBO

pacrnpoctpaHeHue uHhopmaluy;

— TpUMEHEHHEeM WH(POPMAITMOHHBIX TEXHOJIOTH;

— oOecrieueHHeM 3alIUThl HH(OpMaAUK.

B 3akoHe 1aHBI OCHOBHBIC ITOHATHS (CT. 2):

— uH(opmanus - cBeieHus (COOOIIEHUs, TaHHbIE) HE3aBUCUMO OT (DOPMBI
ux

— TIPEICTAaBJICHUS;

—  KOH(PUACHIMAIBHOCTh HH(POPMALIUU — 00s3aTEIbHOE TpeOOBaHUE HE Tie-
penaBath

— Takyro UHGOPMAIMIO TPETHUM JUIaM 0e3 corjacus ee o01aaaTes;

— JIOKyMEHTHUPOBaHHas WH(poOpManus - 3auKCHpoBaHHAS Ha MaTepUalIb-
HOM HocuTelne HHGOPMAIIUS C PEKBU3UTAMHU, TTO3BOJIAIONIMMH ONPEACIUTh TaKyIO
uHOOPMAITUIO UJTH €€ MaTepUabHbII HOCUTETh.

Nudopmanus MOXKeET SIBISATHCS 00BEKTOM MPABOBBIX OTHOLIEHUH (CT. 5).

DNEeKTPOHHOE COOOIINEeHHE, MOIMUCAHHOE AJIEKTPOHHON HU(PPOBON MOAMH-
CbIO, IPU3HACTCS, PABHO3HAYHBIM JOKYMEHTY, MTOANMCAHHOMY COOCTBEHHOPYYHOM

noAnuceo (1. 11).
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3 Knaccuduxanus u Buabl HHGOPMALMOHHBIX pecypcoB

HupopmaninoHHbIe peCcypCchbl IPUHATO KIACCU(PUITUPOBATH 110 MPUHATIEKHO-
CTH U JOCTYTTHOCTH.

[To mpuHaIEXKHOCTH NH(OPMALIMOHHBIE PECYPCHI ITOAPA3IEISIFOTCS Ha TOCY-
JApCTBEHHBIE (IPUHAAJIEKALIUE OpraHaM IOCyIapCTBEHHOM BJIACTH) U HE TOCyap-
CTBEHHbIE (MPUHAAJIEKAIINE IOPUINYECKUM U PUZNUECKUM JIULAM).

Obnagarenem nndopmanuu (CT. 6) MOXKET OBITH PUIUUECKOE JIUIIO, FOPHUIU-
yeckoe o, Poccuiickas @enepanus, cyorekt Poccuiickoin @enepannn, MyHHUIH-
najbHOE 00pa30BaHUE.

O6nanaTtens nHGOpPMaLIMK BIIPABE:

— paspelaTh WIK OTPaHUYUBATh JOCTYI K MH(POPMALIUH, ONIPEeNEsATh ops-
JIOK ¥ YCIIOBUS TAaKOI'O JTOCTYIIA;

— HKCIOJb30BaTh HHPOPMALIHIO, B TOM YUCIE PACIPOCTPAHSTH €€, IO CBOEMY
YCMOTPEHHUIO;

— 1nepenaBaTh MHGOPMALMIO IPYTHMM JIMLAM IO JOTOBOPY WJIM Ha MUHOM
YCTaHOBJICHHOM 3aKOHOM OCHOBAaHUU;

— 3allMIIATh YCTAaHOBJIEHHBIMHU 3aKOHOM CIIOCOOAMM CBOU IpaBa B cllydae
HE3aKOHHOTO TMOJIy4eHHs HH(OpMalMKd WIA €€ HE3aKOHHOIO HCIOJIb30BaHUS
VHBIMU JIMIIAMHU.

Nudopmanus, cogepramasics B rocy1apCTBEHHBIX MH()OPMAIMOHHBIX CUCTE-
Max, a TaK)K€ WHbIE UMEIOIUECS B PACIIOPSKEHUHU TOCYAAPCTBEHHBIX OPraHOB CBE-
JIEHUSI U JTOKYMEHTHI SIBISIOTCS TOCYJapCTBEHHBIMU WH(OPMAIMOHHBIMU PECYp-
caMu.

HerocynapctBeHHble HH()OPMALIMOHHBIE PECYPCHI, 3TO PECYPCHI CO3JaHHbIE,
PUOOPETEHHBIE 3a CUET CPEICTB HETOCYTAPCTBEHHBIX YUPEKACHUIN, OpraHu3aui,
OpeanpusITUiA U GU3NUECKUX JIMIL WU TOJYYeHHbIE B pe3yJbTaTe AapeHUs I0pHIU-
YECKUMU WIN (PU3UYECKUMU JIUIIAMHU.

Nudopmanus B 3aBUCUMOCTH OT KaTerOpUH J0CTyNa K HEH MOoApa3AeiseTcs

Ha 00IIeA0CTYTHYIO HH(OPMAITHIO U HH(OPMAITUIO OTPAHUYEHHOTO IOCTYTIA.
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OrpanudeHue qoctyna K iHQOpMaIiy yCTaHABIMBACTCS B IEJSIX 3aIIUTHI OC-
HOB KOHCTHTYIIMOHHOTO CTPOSI, HDABCTBEHHOCTH, 3/IOPOBbSI, IPAB U 3aKOHHBIX WH-
TEPECOB IPYTHUX JIUII, 0OecredeHrsi 000POHBI CTpaHbl U 6€30MTaCHOCTH rOCYAapCTBa.

JlokyMeHTHpOBaHHast MH()OPMAIIHS C OTPAHUUYEHHBIM JIOCTYIIOM TIOpa3aes-
eTcst Ha nH(OPMAILIKIO0, OTHECEHHYIO K TOCY/IapCTBEHHOMN TailHe U KOH(UICHIHAb-
HOTO XapakTepa.

K xonpunennmansuoit nHGOpMAaIi OTHOCUTCS KOMMEpPUYECKasi, ClIy>keOHas,
npodeccuoHanpHas u Ap. TaitHbI Bcero okosio 40 BUIOB TailH, a TaK)Ke MEPCOHATb-
HbIe JaHHBIC (MHGOPMAIIUS O TpaK1aHaX).

denepallbHBIMH 3aKOHAMH YCTaHABIMBAIOTCS YCIIOBUS OTHECEHUSI HHPOpMa-
I K CBEJICHUSM, COCTABJISIIONIUM KOMMEPUYECKYIO TailHY, CIIy)KEOHYIO TaliHy U
WHYIO TaliHy, 0053aTeIbHOCTh COOJIIOICHHS] KOH(MUIECHIIMATLHOCTH TaKoH UHMOP-
MaIiH, a TAKKE OTBETCTBEHHOCTD 3a €€ pasrJialleHue.

3akoHoM P® «O mepconanbHbIX AaHHbIX» OT 27 utons 2006 r. Ne 152-®3
PEryNUpyIOTCS OTHOIIICHUS, CBSI3aHHBIE C 00pa0OTKON MEPCOHATBHBIX JAHHBIX, OCY-
HIECTBIISIEMOM OpraHamMu TOCyIapCTBEHHON BIIACTH, IOPUANUYECKUMU JTUIIAMU U (PU-
3UYECKUMHU JIUIIAMH.

[lepconanibHbIe TaHHBIE — JIF00ast HH(OpPMAIUsI, OTHOCSIIASICS K OMpeeeH-
HOMY (pr3MYecKOMy JIMITy, B TOM YHCIie ero (hamMuius, uMsi, OTYECTBO, TOJI, MECHII,
JaTa U MECTO POXKACHHUS, aJpec, CEMEHHOE, COITMAIBHOE, UMYIIIECTBEHHOE MOJI0XKe-
HUe, oOpa3oBaHue, npodeccus, T0X0Abl, Apyras HHPOPMAaITHSI.

B 3akoHe gaHo onpezaeneHue o0meA0CTYMHBIX U KOHPUIESHIIUAIBHBIX MEPCO-
HaJIbHBIX JTaHHBIX (CT. 3):

— KOH(HMACHIMAIBHOCTh MEPCOHAIBHBIX JAHHBIX — 00sg3aTeIbHOE TpeOOoBa-
HUE HE JOMyCKaTh MX PAacIpOCTpaHEeHHE 0e3 coriacusi CyOheKTa MepCOHATbHBIX
JTAHHBIX WM 3aKOHHOTO OCHOBAHWS;

— 0OIIeIOCTYIHBIE MePCOHANBHBIC JTAHHBIE - TIEPCOHATbHBIC JaHHBIC, JI0-
CTYIl HEOTPAaHUYEHHOT'O KPyTa JIUII K KOTOPBIM MPEOCTaBIIEH C COTTIAcHs CyOheKTa

IICPCOHAJIBHBIX JAHHBIX WMJIHW B COOTBCTCTBHUU C (bez[epaanHMH 3aKOHaMHM.
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B cBsi3u ¢ 3TUM MOJI0)KEHUEM 3aK0HA, B 111X HHGOPMAIIMOHHOTO o0ecreye-
HUSI MOTYT CO3/JaBaThCsl OOIIEOCTYIMHbIE UCTOYHHUKH TEPCOHAJIBHBIX JTaHHBIX (B
TOM YHCJI€ CIIPABOYHHUKH, aPECHbIE KHUTH). B KOTOPBIX C MUCbMEHHOTO COTJIacusi
CyOBEeKTa MEPCOHANBHBIX JAHHBIX MOT'YT BKJIIOUATHCS €ro (haMUiIusi, UMsi, OTYECTBO,
T'OJl 1 MECTO POKIEHHUS, aipec, aDOHEHTCKHI HOMep, CBEIeHHUs 0 TPO(HECCHu U UHBIC
NEPCOHAJIbHBIE JIaHHbIE, IPEIOCTABICHHBIE CYObEKTOM MEPCOHAIBHBIX TaHHBIX.

O0paboTka MEPCOHANBHBIX JTAHHBIX OCYIIECTBISIETCS TOJBKO C COTJIAcHs B
MUCBMEHHON (hopMe CYOBhEeKTa IEPCOHATBHBIX JTAHHBIX.

O06paboTka crienuaIbHbIX KaTeropyuil MePCOHAIBbHBIX JTAHHBIX, KACAIOIINXCS
pacoBoil, HAIIMOHAIBHON MPUHAICKHOCTH, TMOJUTHUYECKUX B3TJISI0B, PEITUTHO3-
HBIX WIH QuIocOYCKUX yOexKACHUN, COCTOSHUS 3/10pPOBbsl, MHTUMHOM U3HU, HE
JIOTIYCKaeTCsl, 32 UCKJIFOUEHNEM YKA3aHHBIX B 3aKOHE CITy4yaeB (OCYIIECTBIICHUE ITpa-
BOCY/IHSI, YTP03a COCTOSIHUIO 37I0POBBS | T.I1.).

Omneparop npu 00paboTKe MEPCOHANBHBIX JAHHBIX 00s13aH IPUHUMATh HEOO-
XOJUMBIEC MEPHI, B TOM KpUNTOTpadUIeCKUe CPEACTBA, AJIS 3alUTH IEPCOHATBHBIX
JAHHBIX OT HecaHKIMoHupoBaHHOTO noctymna (HCJI), yHu4yTOXKEHUs, M UHBIX He-
IIPaBOMEPHBIX ACHUCTBUU.

B cnyuae pocTmkeHus enu oOpaOOTKM MEPCOHANBHBIX JAHHBIX ONEpaTop
00s13aH HE3aMeIUTEIBHO NMPEKPATUTh 00PAOOTKY U YHHUUTOXXUTH COOTBETCTBYIO-
M€ TIEPCOHANBHBIE JaHHBIC B CPOK, HE TIPEBBIIAIOIINN TpeX pabounx THEH C JaThl
JOCTHKEHHUS 1IeTTM 00pabOTKH MEePCOHANBHBIX JAHHBIX, €CIM UHOE HE MPETYCMOT-

peHo deaepaabHBIMU 3aKOHAMH
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B 3aBucuMocTH OT nopsiika pacrpocTpaHeHus nHGopMals noApa3aeiseTcs
Ha:

— CBOOOJIHO PacpOCTPaHIEMYIO;

— MPEIOCTaBISIEMYIO MO COTJIALICHHUIO;

— pacmpocTpaHsieMylo B COOTBETCTBUU C defepalibHBIMU 3aKOHAMMU;

— pacmpocTpaHeHue Kotopor B PO orpaHnunBaeTCs WK 3aIpeIiacTCs.

O6menoctynHast uHGOpPMAIUS — CBEJEHUS, JOCTYIT K KOTOPBIM HE OTPaHUYEH
(cT. 8):

— HOpMAaTHBHbBIE MPABOBbIE aKThl, 3aTPArMBalOIUE MIpaBa, CBOOOABI U 005-
3aHHOCTH

— YeJIOBEKa M rpakIaHHHA, & TAK)KE YCTAHABJIMBAIOIIKE TPABOBOE MOJIOMKE-
HUE OpraHu3alyil ¥ MOJHOMOYHS TOCYIAPCTBEHHBIX OPraHOB, OPraHOB MECTHOTO
CaMOYIIPaBJICHUS;

— wuHbOpMaIUs O COCTOSTHUU OKPYKAIOIIEH CpeIbl;

— wuHpopManus O JeATEIbHOCTH TOCYJAapCTBEHHBIX OPraHOB M OPraHOB
MECTHOTO CaMOYIIpaBJIeHUs (32 UCKIIOYEHHEM CBEJEHUM, COCTABIIIOMIMX rocyAap-
CTBEHHYIO WJIM CITY>KEOHYIO TaliHY);

— uH(opManus, HaKarIMBaeMas B OTKPBITHIX (POH1ax OMOINOTEK, MY3€EB U
apXMBOB, & TAK)K€ B IOCY/IapCTBEHHbBIX, MyYHULIUIIAJbHBIX U WHBIX MH(POPMALIUOH-
HBIX CHCTEMax, CO3JaHHbIX JUIsl 00ecreYeH s rpaKaaH U OpraHu3aluii Takol MH-
dbopmarnueit;

— wuHpopManus, HEJOMYCTUMOCTh OTPAaHUUYEHHS 1OCTyIa K KOTOpPOH ycTa-

HOBJICHA (peiepaTbHBIMU 3aKOHAMH.
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4 TlpaBoBoe peryJupoBaHue HH(OPMAIMOHHOIO B3aUMOAEHCTBHS B
KOMIIbIOTEPHBIX CETAX

[IpaBo Ha undpopmanuio, BeipaxkeHo Koncrurynuein «Kaxapiii ©MeeT mpaBo
CBOOOJTHO UCKaTh, OJy4YaTh, IEPEAABATH U PACIIPOCTPAHATH UH(POPMAIIUIO JTFOOBIM
3aKOHHBIM CTIOCOOOM» (CT. 29). ITO TpaBO MOATBEPKIACHO TaKXKE U B CT. § 3aKOHA
«O0 undopmarmu...» ot 2006r. B coorBeTcTBUU € 3aK0OHOM (CT. 9) paBO Ha UH-
(dbopMaruio MOKET OBITH OTPAaHUYCHO TOJBKO (efepaTbHbIM 3aKOHOM, YTO OTCEKAET
BEJIOMCTBEHHBIA U PETHOHAIBHBIN ITPOU3BOJIL.

[IpaBoBOE perynupoBanue HHPOPMAILIUKA B CETU OCHOBBIBAETCS Ha cT. 15 3a-
koHa «O0 nHpopMaluu. .. », T CKa3aHo, YTo nepegadya nHpopMaIu mocpeiCTBOM
WCIIOJIb30BaHUSI MH()OPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETEH OCYIIEeCTBIIS-
eTcsi 6e3 OrpaHUYCHHUI TOJBKO MPU YCIOBUM COOJIIOICHUS TPEOOBaHUM K pacmpo-
CTpaHEHHUI0 HH(OpPMaALIUK U OXpaHe 00bEKTOB MHTEIIEKTYalbHOM COOCTBEHHOCTH.

3anpenaeTcsi pacupocTpaHeHue HHPOpMaIK, KOTOpasi HarpaBJieHa Ha MPO-
IaraHy BOWHBI, Pa3)KUTaHUE HAIMOHAJIIBHOW, PACOBOM WJIH PEIUTHO3HON HEHABH-
CTH Y BPaXJbl, a TAKXKE WHON MH(MOpMAIUH, 32 pacIPOCTPAHEHUE KOTOPOU TpeTy-
CMOTpEHA yroJIOBHAS WJIA a]IMUHUCTPATUBHAS OTBETCTBEHHOCTH (CT. 10).

Kpome atoro, penepanbHbIMU 3aKOHAMU MOXKET OBITh TPELYCMOTpEHA 0053a-
TeJIbHAs UASHTUDUKAIUS JTUI, UCTIOJIB3YIOMMNX UH(POPMAITMOHHO-TEIEKOMMYHHUKA-
HUOHHYIO ceTh. [Ipy 3TOM moayyaTresnb 37eKTPOHHOTO COOOIIEHHS BIIPABE YCTAHO-
BUTH OTIPABUTEISI JIEKTPOHHOTO COOOILIEHUS.

[Ipu Mcnonb30BaHUM TOYTOBBIX OTIPABICHUN U IJIEKTPOHHBIX COOOIICHHIMA
(ct. 10), muno, pacnpoctpanstoiiee nHGopMalnio, 0053aHO 00€CIECUUTh MOTyYa-
TeJ0 HH(OPMAIUU BO3MOKHOCTh OTKa3a OT TaKoW WH(MOpMaIuu.

3amura uadopmarmu (ct. 16, 17) mpencrapnset coO0 MPUHSTHE TPABOBBIX,
OpraHU3aIlMOHHBIX M TEXHUYECKUX MEp, HAMPABJICHHBIX Ha 00ECIEUCHHE 3alUThI
uH(pOpPMAITUU OT HEMPABOMEPHOTO JIOCTYIA, YHUUYTOXECHHS, MOAUPUIIMPOBAHUS,
OJIOKUPOBAHUS, KONMUPOBAHUS, MPEJOCTABICHUS, PACIIPOCTPAHEHUS, a TaKXKe OT

WHBIX HEMTPABOMEPHBIX JCUCTBUI B OTHOIIEHUH TaKOW MH(POpPMALIUU.

10
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TpeOGoBanus o 3ammure UHPOPMALIUU, COAEPIKAIICHCI B rOCYJapCTBEHHBIX
UH(GOPMAIIMOHHBIX CUCTEMaX, YCTAHABIMBAIOTCS YIOJIHOMOYEHHBIM (hefiepaabHbIM
OpraHOM HCIIOJHUTEIbHOM BIIACTH.

Opranamu, OCyHIECTBIISIIOUIMMU KOHTPOJIb 32 COOMIOJIEHUEM TPeOOBaHUM K
3amuTe nHpopManuy, siBistoTes: DeaepanpHas ciryx6a 6e3onacHoctu (OCH), Mu-
HucrepctBo O6oponbl (MO), Ciyxb6a BHemHell pa3senku (CBP), ®enepanbhas
CIIy>0a Mo TEXHUYECKOMY U SKCHOpTHOMY KOHTpouIto (PCTIK).

[IpaBoBoe oOecmedeHre 3amUTHl MHPOPMAIMM B KOMIIBIOTEPHBIX CETSIX
MPEACTABISIET COO0M COBOKYITHOCTh 3aKOHOJATENIbHBIX aKTOB U HOPMATUBHO-TIpa-
BOBBIX JJOKYMEHTOB, BKJIIOUAIOIIUX HOPMbI MEXIYHAPOIHOTO MpaBa (COMIAICHNUS,
JIOTOBOpA, JTUIEH3UH, TATEHThI, aBTOPCKHUE IPpaBa) U HAIIMOHAJIBHOTO IpaBa (KOH-
cTuTyuus U 3akoHbl P®, nocranosneHus lIpaBurenscra PO, ykasel [Ipesuaenra
P®, pykoBogsamue nokyMeHtsl ['TK, MHCTpyKIMu M Ip. HOPMATHUBHO-IIPABOBBIE
aKkThl).JlJ11 KOPIOPAaTUBHBIX CETEl ¢ OOJBIIMM KOJIMUYECTBOM I0OJIb30BATENEH CO-
CTaBJISIETCS JOKYMEHT, perIaMeHTUpYIoui padboTy B cetu — «Ilonutuka Oe3omnac-
HOCTU». DTOT JOKYMEHT YUUTHIBAET TPEOOBaHUS UH(POPMALIMOHHONW 0€3011aCHOCTH
u ocHoBaH Ha ctangapte ISO/IEC 17799 «be3zonacHocTh MH(DOPMAIMOHHBIX CH-
CTEM.

«ITonutuka 6e30macHOCTHY 00€CIIeYNBAET BBITIOJHEHHUE CIIETYIOIINX PaBUI
0e30macHOCTH HH(pOpMaLUU:

1) Wnentudukanus.

2) PasneneHue moJTHOMOYHMIA.

3) Peructparnus u yuet paboTHI.

4) Iludposanue.

5) Tlpumenenue nudpoBOit MOAMUCH.

6) OOecrieyeHre aHTUBUPYCHOM 3aIIIUTOM.

7) KoHTpoJib 1IeT0CTHOCTH HH(DOPMAIIUH.

B o61miem cinyyae cuctema 3aiiuThl HHOOpMAIMU B KOMIIBIOTEPHOI ceTH pea-

JIM3YCTCA B TPH dTalla:
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— aHaJIMU3 PUCKa;

— peanu3anus MOJIUTUKU O€30MacHOCTH;

— TOJJepXKaHUE MOJIUTHKA 0€30MaCHOCTH.

Peanuzanusi TpeboBaHM MOTUTUKU 0€30MACHOCTA 0OECIIEYMBAET BBIMOJHE-
HUE TPEX OCHOBHBIX (YHKIIUIA CUCTEMBI: TIOCTYITHOCTD, IIEJIOCTHOCTh, KOH(PHUICHIIH-
AJIbHOCTb.

TpeboBanus k 6€30MaCHOCTH KOMITbIOTEPHBIX ceTell B PO paspabdoransl ['oc-
ynapcTBeHHOU TexHudyeckoi komuccuen PO upine ®CTIK. Otu TpedboBanus o0s-
3aTeNIbHBI JIJIS1 TOCYIAPCTBEHHBIX MPEANPUATHN WIN JJI1 KOMMEPUECKUX Mpeanpusi-
TU, TOMYIIEHHBIX K CBeICHUSIM cocTaBIisiromuX ['T. B ocTanbHBIX Cily4asix OHU HO-
CSIT PEKOMEHIATENIbHBIN XapaKTep.

K Ttakum mokymeHTam oTHOCUTCS, Hanpumep, cienyromue P/ I'TK:

1) «ABtomaru3upoBaHHbie cucTeMbl. 3amuta or HCJ] k wuHbopmarmy.
Knaccudukanusa AC u tpeboBanus no 3amure nHGopmanuum» ot 30.03.1992 r.

2) «Cpencta BT. 3ammra or HCJI. ITokazarenu 3amuimenHocta o HCJI k
undopmaruu» ot 30.03.1992 r.

3) «3ammra ot HCJ] k nuadopMaruu. TepMuHbl 1 onpeienicHus». Pemenue
IIpencenarens I'TK ot 30.03.1992 r.

4) «Konnermus 3anmtel CBT u AC or HCJI x undopmarun». Perienue
[TIpencenarens I'TK ot 30.03.1992 r.

5) «BpemeHHOE MOOKEHUE [0 OPTaHU3aAIMK Pa3pabOTKH, H3TOTOBJICHUS U
AKCIUTyaTallM MPOTrPaMMHBIX U TEXHUYECKHX CPEJCTB 3alUThl MHGOpPMAIUU OT
HCJI B aBTOMaTU3MpPOBAHHBIX CUCTEMAaX U CPEJCTBaX BBIYUCIUTEIBHON TEXHUKIY.
Pewenne IIpencenarens I' TK ot 30.03.1992 1.

6) «CpencTBa BEIUMCIUTEIILHONW TEXHUKU. MEKCETEBbIE SKpaHbl. 3alIUTa OT
HCJI x uapopmanuu. [TokazaTenu 3amuieHHOCTH OT HECAHKIITHOHUPOBAHHOTO J10-
ctyna K uapopmanun». Pemenue Ipencenarens I'TK ot 25.07.1997 r.

7) «CnenuanbHpie TPeOOBaHMS M PEKOMEHIAIMN MO0 TEXHUYECKON 3aIluTe

koH(puneHnmnansHoi nHbopmarmm» ot 2001r.
12
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DddexTuBHas 60pbOA C KOMIIBIOTEPHBIMU MpeECTyIIeHUsIMU B PO Benercs ¢
1997 r. nocne npunstus YK PO, B koTropom nomenieHa riasa 28 «lIpectymienus
B cpepe KOMIBIOTepHOI 6e3onmacHoCcTH». COCTaBbl KOMIIBIOTEPHBIX MPECTYIICHUN
JIaHBI B CIIEAYIONIUX CTaThsX: «HenmpaBoMepHbIN JOCTYI K KOMIBIOTEpHON UHGDOP-
Mauum» (ct. 272); «Co3nanue, UCIOIb30BaHUE U PACIPOCTPAHEHUE BPEIOHOCHBIX
nporpamm st 9BM» (ct. 273); «Hapymenue npasun skcruryataiuu 9BM» (cr.
274).

B cootBercTBuu ¢ Ykazom IIpesunenta PO ot 12.05.2004 Ne 611 cyObekTam
MEXIYHApOAHOT0 MHGOPMAIIMOHHOTO oOMeHa B P® 3amperiaercss ocyliecTBIATh
BKJIFOUEHHE MH(DPOPMAIMOHHBIX CUCTEM, CETEH CBSI3U M aBTOHOMHBIX MIEPCOHATIBHBIX
KOMIIBIOTEPOB, B KOTOPBIX 00pabaTbiBaeTCsl MH(pOpMalns, coepiKallas CBeIeHus,
COCTaBJISIFOLIME FOCYAAPCTBEHHYIO TaliHy, U ciykeOHast uH(popmalus orpaHUYEH-
HOTO PacnpoCTpaHEeHUs, a TAKXKE I KOTOPBIX YCTaHOBJIEHBI 0COObIE MpaBUIIa J10-
CTyna K HH(pOpPMaIlMOHHBIM pecypcaMm, B COCTaB CPEACTB MEXKAYHAPOIHOIO HH(DOP-
MalMOHHOTO 0OMEHA, B TOM YHUCJIE B MEKIYHAPOAHYIO accoluanuio cerer « urep-

HCT».
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Tema 1.2 IIpaBoBoii pesKnM 3aIUUTHI TOCYAAPCTBEHHOM TAMHBI

1 IIpaBoBoe o0ecneyeHne 3aIUTHI FOCYIAPCTBEHHOM TallHbI

CucreMa 3an1uThl TOCYAAPCTBEHHBIX CEKPETOB OCHOBBIBAETCS Ha 3akoHEe PO
«O rocynapctBenHoil TaiiHe» oT 21.07.93r. No5485-1 (pen. 11 HosiOpst 2003r.
Nel53) perynupyroieM OTHOUIEHUS, BOSHUKAIOIINE B CBA3U C OTHECEHUEM CBEJIE-
HUH K TOCYJJapCTBEHHOM TailHe, X pacCeKpeurMBaHUEM U 3aLIUTON B MHTEpecax 0e3-
onacHocTu P®.

C mnosBIEHHEM JAaHHOIO 3aKOHA IPABOOTHOIIECHHS B paccMaTpHUBAEMOM
cdepe cTalid peryIrupoBaThCs OTKPHITHIMUA 3aKOHOJIATEILHBIMHU aKTaMH, a HE CEK-
PETHBIMH HOPMATUBHBIMU JIOKYMEHTAMH I'OCYJaAPCTBEHHBIX OPTraHOB YIPABIICHUS.

B HacrosmeM 3aKoHe UCIOJIB3YIOTCS CIEYOINIUE OCHOBHBIE TIOHSTHS:

— rocyaapctBeHHas TaitHa (I'T) — 3aimuiaemMpie rocy1apCTBOM CBEJICHUS B
o01acTi ero BOCHHOM, BHEIIHENOJIUTUYECKOM, SKOHOMUYECKOH, pa3Be/lbIBaTElNb-
HOM, KOHTPPAa3BEAbIBATEIbHON U ONEPATUBHO-PO3BICKHON JESTENBHOCTH, PACIIPO-
CTpaHEHHE KOTOPBIX MOXET HaHecTH yiiepd 6e3omacHoctu Poccuiickoit denepa-
LMY

— HOCHTENH CBEJEHUM, COCTABISAIOIINX MOCYJapCTBEHHYIO TallHy, — MaTe-
pHuaibHbIe 00BEKTHI, B TOM YUCIIE€ PUINYECKUE MOJIs], B KOTOPBIX CBEICHHUSI, COCTaB-
JISIFOIINE TOCYJapCTBEHHYIO TallHy, HAXOJAT CBOE OTOOpa)KEHUE B BUJI€ CUMBOJIOB,
00pa30B, CUTHAJIOB, TEXHUUECKUX PELICHUH U MPOLIECCOB;

— CHCTEMA 3aIUTHI TOCYAAPCTBEHHOW TalHBI — COBOKYITHOCTb OPTaHOB 3a-
HIUTHI TOCYIAPCTBEHHON TailHbI, UCIIOJIb3YEMbIX UMH CPEACTB U METOAOB 3allUThI
CBEJICHUI, COCTABIIAIOIINX I'OCYJAPCTBEHHYIO TalHY, U UX HOCUTEIIEH, a TAKXKE Me-

pOHpHHTPIfI, IMPOBOJUMBIX B OTUX LCJIAX.
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CyObexTaMu MpaBOOTHOLIEHUH (B COOTBETCTBHUHM €O CT.1 3aKoHA) SIBISIOTCS:

— OpraHbl roCyJ1JapCTBEHHOI'O yIPABIICHHUS;

— IOpUIMYECKHE JIMLA, HE3aBUCUMO OT HMX OPraHU3alMOHHO-IPABOBBIX
dbopM N1eATeTbHOCTH U BUJIOB COOCTBEHHOCTH;

— TpaxkJaHe U JOJKHOCTHBIE JIUIIA, KOTOPBIC B3sJIU Ha ceOsl 0053aTEIbCTBO
a100 00s13aHBI IO CBOEMY CTATyCy BBIMOJHATH TPEOOBAaHUS 3aKOHOJATENIHCTBA O
rOCyJJapCTBEHHOW TalHE.

B cooTBeTcTBUU € 3TOI HOPMOI (PU3UYECKOE JIULIO SBISAETCSA CYOBEKTOM

paccMaTpUBaEMbIX MMPABOOTHOUIEHUH JIMIIb B CIy4yae JOIMYCKa K 3aKPBITHIM
CBEJICHUSAM B IOOPOBOJIBHOM MOPSAKE HA TOTOBOPHOI OCHOBE. B mpoTuBHOM Cily-
4ae JI0CTYM K TAKUM CBEJEHUSIM MOKET ObITh KBATU(ULIUPOBAH KaK HapyIlICHHUE 3a-
KOHO/ATEJIbCTBA, & TPAXAaHUH HE MOXKET ObITh OTPAHUYEH B CBOMX MPABAX, B 4ACT-
HOCTH, Ha BbI€3]l 3a TPAaHULy U HEIIPUKOCHOBEHHOCTb YaCTHOM KU3HU.

OTtHecenue nH(popManuu K roCyAapCTBEHHOW TallHE OCYILECTBISIETCA B CO-
OTBETCTBUU ¢ 3aKOHOM O I'T u IpyrumMm HOpMAaTUBHO-METOJINYECKUMU JTOKYMEH-
TaMH, YTBEPKIAECHHBIMU B COOTBETCTBUM C BBEJACHUEM B JACHCTBUE ITOTO 3aKOHA.

IlepeueHb CBeIEeHMI, OTHECEHHBIX K TOCYAApPCTBEHHOW TallHE, YTBEPKIECH
VYkazowm IIpesunenta PO ot 30.11.95r. Nel203 (yrounen Ykazom IIpe3unenra PO
ot 11.02.2006 Ne 90).

K cBenenusim, NpeacTaBisONIMM FOCYAapCTBEHHYIO TailHy, OTHOCST:

— uH(oOpMaIMo B BOCHHON 00J1aCTH;

— uH(OpMaLKIO 0 BHEHIHENOJUTUYECKON M BHEIIHEIKOHOMUYECKOM Jesl-
TEJIbHOCTH;

— uH(opMaIuo B 0071aCTH SKOHOMUKH, HAYKH W TEXHUKH,

— CBeleHHMs B 0O0JacTH pa3BeAbIBATENBbHOM, KOHTPpa3BEIbIBATEILHOU U
OIMEePAaTUBHO-PO3BICKHOU J€ATETbHOCTH.

B uactHOCTH, B chepax 3KOHOMUKH, HAYKH M TEXHUKH K FOCYJapCTBEHHOU

TallHE OTHOCSATCS CBEJICHUS:
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— 0 Hay4YHO-HCCJIEA0BATEIbCKUX, OMBITHO-KOHCTPYKTOPCKUX U MPOEKTHBIX
paboTax, TEXHOJIOTHUSX, UMEIOUIUX BaKHOE 0OOPOHHOE UM IKOHOMHYECKOE 3HAUe-
HUE;

— 0 METOJIax M CPEJCTBAX 3alIUThl CEKPETHON MHGOpMALIHH;

— 0 rOCYJapCTBEHHBIX MPOrpaMMax M MEPOINPHUATHUAX B 00JIACTU 3aLTUTHI
rOCyAapCTBEHHOW TANHBI.

[IpaBuna, Mo KOTOPHIM ONPENEISAETCS CTENEHb CEKPETHOCTU CBEJICHUH, Pe/I-
CTaBJISIOLIMX TOCYITAPCTBEHHYIO TailHy yTBEpKI€HbI TocTaHoBNIeHueM [IpaBurens-
ctBa PO Ne870 ot 04.09.1995r.

VY cTaHaBIMBAIOTCS TPU CTENIEHU CEKPETHOCTHU CBEJICHU, COCTaBIISIFOIIMX rOC-
YIAPCTBEHHYIO TallHy, U COOTBETCTBYIOIIUE TPU(BI CEKPETHOCTH ISl HOCUTENIEH
YKa3aHHBIX CBEJICHUN: «OCOOON Ba)KHOCTH», «COBEPILIEHHO CEKPETHO» M «CEK-
pPETHOY.

Hcnonb3oBaHre NMEpEeYUCICHHBIX TPU(POB CEKPETHOCTH AJIA 3aCEKPEUNBAHUS
CBEJICHUI, HE OTHECEHHBIX K TOCYJAapCTBEHHOM TalHe, HE aomyckaercs. [lopsaok
3aCEKpeYMBaHUs CBEJCHUI, COCTABISIOUIMX TOCYJapCTBEHHYIO TallHy, OCHOBaH Ha
TpeX MPUHIIMIIOB: 3aKOHHOCTH, 0O0OCHOBAHHOCTHU U CBOEBpeMeHHOCTH . [[puHIMn 3a-
KOHHOCTH 3aKJIF0YaeTCsl B TOM, YTO 3aCEKPEUMBAHUIO HE MOAJIEKAT CBEICHUS, YKa-
3aHHbIE B cTaThe 7 3akoHa 0 I'T (koTopsie paHblie oTHOCKUIUCH K ['T):

— 0 Upe3BBIUANHBIX MPOUCIIECTBUAX U KaTacTpodax;

— 0 COCTOSTHUH 3KOJIOTHH, 3paBOOXPAaHEHHUsI, CAHUTApUH, JeMorpaduu, o0-
pa3oBaHUsl, KyJIbTYpPbl, CEJIbCKOTO X0O3SIIICTBA, @ TAK)XKE O COCTOSIHUU MTPECTYTHOCTH;

— O MPUBHJIETHUAX U JBrOTax TpaxkJaHaM, JOHKHOCTHBIM JIUIAM, TIPEATpH-
ATHSIM;

— 0 ¢akrax HapyIIeHus IpaB U CBOOO/] YeTIOBEKA U TPaKJaHUHA,;

— 0 pa3Mepax 30J0TOro 3araca U rocyJapCTBEHHBIX BaJIOTHBIX PE3€pPBaX;

— 0 COCTOAHHHU 3J0POBbs BbICIINX JOJKHOCTHBIX JIUIT;
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— 0 ¢aKrax HapyILEeHUs 3aKOHHOCTH OpraHaMK rOCYJJapCTBEHHOM BIACTH U
UX JOJDKHOCTHBIMU JIMLIAMH.

BuHoBHBIE B HapylleHHMH TpeOOBaHUN 3aKOHA JIOJDKHOCTHBIC JIMLA MOTYT
OBITh IPUBJICUEHBI K YTOJIOBHOM, aIMUHUCTPATUBHOMN UM TUCIUILUIMHAPHON OTBET-
CTBEHHOCTH. Bce rpaxaane BopaBe 00kanoBaTh TAKUE JIEUCTBUS B CYJIE.

[TpuHIMIT 060CHOBAaHHOCTH 3aKJIIOYAETCS B YCTAHOBIICHUU I1€1€CO00pa3HO-
CTH 3aCEKPEUYMBAHUS CBEICHUIN IO SKOHOMUYECKUM WU UHBIM KPUTEPHUSM.

[IpyuHIMIT CBOEBPEMEHHOCTH 3aKJIFOYAETCS B YCTAHOBJIEHUU OTPAaHUYECHUI Ha
pacnpocTpaHEHUE dTUX CBEJEHUN ¢ MOMEHTA UX MoJydyeHus (pa3paboTKH) WU 3a-
0JIarOBpEMEHHO.

OTtHeceHune cBeIeHUI K TOCYJapCTBEHHOM TallHE OCYIIECTBIISIETCS B COOTBET-
CTBUU C UX OTPACJIEBOM, BEAOMCTBEHHOM MM IIPOrPAMMHO-1IEJIEBOM IPUHA/JIEKHO-
CTBIO ITyTEM YTBEPKIEHUS COOTBETCTBYIOIINX NIEPEUHEH.

IIpaBo NpUHATHS pELIEHUS 0 3aCEKPEUNBAHUIO CBEICHUI IPUHAIIEKUT Py-
KOBOJUTENIO OPraHa rOCyAapCTBEHHOM BJIACTH, KOTOPBIM YTBEPAMII TOT WM WHON
KOHKPETHBIN nepeyeHs (CT. 9).

B crathe 10 3akoHa cka3aHo 00 OrpaHUYEHUH MTPaB COOCTBEHHOCTH IOPUIH-
YECKUX M (PU3HYECKUX JIUI Ha HH(POPMALIUIO B CBS3H C €€ 3aCEKPEUNMBAHUEM.

JIOJKHOCTHBIE JTULA, HAJECJIICHHbBIE TOJTHOMOYMSIMU 110 OTHECEHUIO CBEICHUI
K TOCYJJapCTBEHHOM TailHe, BIpaBe MPUHUMATh PEIIEHUs O 3aCeKpeurnBaHUM HH(OP-
Malli|, HaXosuencst y COOCTBEHHUKA HH(OPMALIUK, €Cclii 3Ta HHGOpMAaIUsl BKITO-
4aeT CBEJCHUS, NEPEUYUCIICHHbIE B NIEPEYHE CBEACHUI, OTHECEHHBIX K rocynuap-
CTBCHHOM TaifHe. 3aceKkpeunBaHUE yKa3aHHOW WMH(OpMAIMU OCYIIECTBISIETCS IO
MPEACTABICHUIO COOCTBEHHUKOB MH(GOPMALMK WM COOTBETCTBYIOIIMX OpPTaHOB
roCy1apCTBEHHOM BIIACTH.

MarepuanbHblii yiepo, HAHOCUMBI COOCTBEHHUKY MH(POpPMALIUU B CBS3H C
€€ 3aCEKpPEeUYNBaHUEM, BO3MEILAETCA FOCYJapCTBOM B pa3Mepax, OMpPENEIsIeMbIX B
JIOTOBOPE MEXKIY OPraHOM rOCYJapCTBEHHOW BIACTH, B PaCIOpPSHKEHHE KOTOPOTO

nepexoauT 3Ta MH(opMaIus, U €€ COOCTBEHHUKOM.
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[Ipu 3acexkpeynBaHNM CBEACHU NX HOCUTEIISIM IPUCBAUBAETCSA COOTBETCTBY-
IOLTUI TPU(Q CEKPETHOCTH.

MarepruanbHbIMUA HOCUTEIAMU CBEACHUH, coaepkamux ['T unu apyryro uH-
dbopmalio OrpaHUYEeHHOT0 JOCTYIA, SBIAIOTCS: Oymara, MarHuTHas JieHTa, Gpusu-
YecKue MoJjsi, POTO- U KUHOIICHKA, JUCKETHI, JIA3epHBIC JUCKU U JIp. HOCUTEIH.

Ha HocuTenu cBeneHuid, COCTaBISAIONIMX T'OCYJApCTBEHHYIO TailHy, HAaHO-
cATCSA

— PEKBH3UTHI, BKJIIIOYAIOIIME CIEAYIOINE JaHHbIE:

— O CTENEHU CEKPETHOCTU CBEACHUM CO CCBUIKOW Ha COOTBETCTBYIOUIUU
IIYHKT NIEPEYHSI CBEICHMM, MTOJIEKAIUX 3aCEKPEUMBAHUIO;

— 00 opraHe rocyJlapCTBEHHOHN BJIAacTH, O MPEANPUITHH, 00 YUPEKICHUH,
OpraHM3allH, OCYIIECTBUBIINX 3aCEKPEUNBAHNE HOCUTEIIS,

— O PErucTpaliOHHOM HOMEPE;

— 0 J1aTe WJIM YCJIOBUM PACCEKPEUNBAHUS CBEICHUMN.

[Ipu HEBO3MOKHOCTH HAHECEHUSI TAKUX PEKBU3UTOB Ha HOCUTENb 3TU JJaHHBIE
YKa3bIBAKOTCS B COIPOBOAUTENBHON JOKYMEHTALMU HA 3TOT HOCHUTEIIb.

He MoxeT ObITh OrpaHUYEHO MPAaBO COOCTBEHHOCTH HA MH(POPMAIUIO WHO-
CTPAaHHBIX IOPUINYECKUX JIML U TPAKIAH, €CJIM OHA NOJlydeHa 0e3 HapylIeHus 3a-
KOHomarenbcTBa PO.

[TocranoBnennem IIpaButensctBa PO Nel70 ot 20.02.95 r. ycTaHOBIIEH MO-
PSAIOK pacceKpeyrMBaHUs U MPOJJIEHUS] CPOKOB 3aCEKPEUMBAHUSI APXUBHBIX JIOKY-

MCHTOB.
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OcHOBaHUSIMU [IJ151 PACCEKPEUNBAHUS CBECHUN SIBIISFOTCS:

— B3sTHE Ha ce0st Poccuiickoit Deaepanmeit MexTyHApOIHBIX 00sS3aTEIbCTB
10 OTKPHITOMY OOMEHY CBEIICHHUSMH, COCTaBstomuMu B Poccuiickoit deneparumn
rOCyJapCTBEHHYIO TaliHY;

— H3MEHEHUE 00CTOSATENbCTB, BCIEACTBUE YETO NalibHENIIAs 3aI1Ta CBE/Ie-
HUU SBJISIETCA HEIEJIeCO00pa3HOM.

Opranbl rocyJapcTBEHHOM BJIACTH 00s13aHbI HE PEXKE YEM Yepe3 KaKIble S JeT
MEpECMaTPUBATh COJICPKAHUE JCUCTBYIOIIUX NIEPEYHEM.

Cpok 3acekpeunBaHusl CBEICHUM, COCTABIIIIOIINX IOCYAApPCTBEHHYIO TalHY,
HE JIOJDKEH MpeBbIath 30 JeT. B UCKIIOUUTENBHBIX CITydasX 3TOT CPOK MOXKET ObITh
IIPOJJIEH IO 3aKJIIOYEHUIO MEXBEIOMCTBEHHOM KOMHCCHM MO 3aIlUTE Tocyaap-
CTBEHHOU TalHBI.

Hocurenu cBenenuii, COCTaBISAIOIIMX TOCYIapCTBEHHYIO TallHY, PACCEKPEUH-
BAIOTCA HE MO3AHEE CPOKOB, YCTAHOBJIEHHBIX IPH UX 3aCEKPECUNBAHUMU.

B cratee 17 u 18 yka3zan nopsiiok rnepenayu CBeACHUM, COCTABISIONINX TOC-
YAApPCTBEHHYIO TANHY.

Ilepenaua cBeeHUM, COCTABISIIOIIMX FOCYAapPCTBEHHYIO TaHY, MPEANPHUs-
THUSIM, YUPEKICHUSAM, OPTaHU3ALUAM WIIA TPAXKIaHAM OCYILIECTBIIAETCS C pa3pere-
HUS OpraHa rocyJIapCTBEHHOM BJIACTH TOJIBKO MPY HATMYWH Y IPEANPUSATHS, TULICH-
3UM Ha TIPOBEJICHHE PAabOT C COOTBETCTBYIOIIECH CTETIEHH CEKPETHOCTH, a y TPaK/IaH
- COOTBETCTBYIOILETO JOIYCKa.

Pemenne o mepenaue cBeAEHU, COCTABIAIOMMX TOCYJAPCTBEHHYIO TalHY,
IpyruM rocygapcrsaM npuHumaercs [Ipasurensctsom PO nipy Hamuuum skcniepr-
HOTO 3aKJIKOYEHHs] MEKBEAOMCTBEHHOW KOMHCCHM IO 3alIUTE TOCYyAapCTBEHHOU
TalHbI O BO3MO>KHOCTH IMEPENAYU ITUX CBEICHUM.

Pexum 3amuThl TOCY1apCTBEHHBIX CEKPETOB 00ECIIEYNBACTCS YIIOJTHOMOYEH-
HBIMU OpraHaM#. DTH OpraHbl OPraHU3yIOT U 00€CTICYMBAIOT 3alTUTY UHGOPMALIHH,
coJieprKaliei rocy/1apCTBEHHYIO TaliHy, B COOTBETCTBUU C (DYHKITUSIMH, BO3JIOKEH-

HBIMHU Ha HUX 3aKOHOIATeIbCTBOM PO.
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K opranam 3ammTel rocy1apCTBEHHON TallHBI OTHOCSITCSI:

—  MEXBEJOMCTBECHHAs KOMUCCHS T10 3alUTE TOCYAaPCTBEHHON TAlHBI;

— opranbl (denepanbHON wucnoaHUTENbHOU Biactu: OChb, MO, CBP,
OCTOK.

JIuua, KOTOpbIE UMEIOT MPABO PEIIATH BOMPOCHI IO OTHECEHHIO CBEICHUM K
I'T, onpenenensl pacnopsbkenueM [Ipesunenta PO ot 30.05.97r. Ne226-pn «O ne-
peYHEe TOKHOCTHBIX JIUMIl OPraHOB TOCYJaPCTBEHHOM BIIACTH, HA/ICJICHHBIX MOJIHO-
MOYHSIMU [0 OTHECEHUIO CBEJACHUMN K TOCYAAPCTBEHHOW TAHEY.

JIonycK JOJDKHOCTHBIX JIMI] U TpaXkJAaH K IOCYJAapCTBEHHOM TaillHE Ipemy-
CMATpPUBACT:

— MpUHATHE Ha ce0s 00513aTeNbCTB MEepe] TOCYAapPCTBOM O HEPACIIPOCTpa-
HEHUIO CBEJICHUM, COCTABJISIONIMX TOCYIAPCTBEHHYIO TANHY;

— COIIaCuM€ HAa YaCTUYHbIC, BDEMEHHBIE OIPAaHUYCHUS UX MPAB B COOTBET-
CTBUH CO CTaThel 24 HaACTOSIIETro 3aKOHa;

— TIMCBbMEHHOE COTJIACHE HA MPOBEJICHUE B OTHOIICHUH UX MOJHOMOYHBIMU
OpraHaMH NPOBEPOYHBIX MEPOIIPUITHI;

— ONpPEAEICHHUE BHUIOB, Pa3sMEpPOB M MOPSIAKA MNPEAOCTABIICHUS JIbIOT,
MPEYCMOTPEHHBIX HACTOAIINM 3aKOHOM;

— O3HAKOMJICHHE C HOpMaMH 3aKoHoAaTesbcTBa Poccuiickon denepannu o

roCy1apCTBEHHOM TallHEe, MPEAyCMaTPUBAIOIIMMHA OTBETCTBEHHOCTh 3a €T0
HApYUICHHUE;

— TPUHATHE PEUIEHUS PYKOBOAMUTEIEM OpPraHa IroCyJapCTBEHHOW BIIACTHU
W

— TOPEanpusiTHs, O JIOMYCKE JIMIA K CBEICHUAM, COCTABIAIOIIAM TOCYyaap-
CTBEHHYIO TalHY.

JInst TOM>KHOCTHBIX JIMI Y TPaXKJAaH, JONMYIIEHHBIX K TOCYJapPCTBEHHOW TailHE

Ha MOCTOSIHHOM OCHOBC, YCTAHABJIMUBAIOTCs CICAYIOIUE JIBI'OThI:
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— TMPOILIEHTHbIC HaJ0aBKU K 3apabOTHOI IMJiaTe B 3aBUCMMOCTH OT CTETICHU
CEKPETHOCTH CBEAEHUM, K KOTOPBIM OHU UMEIOT JOCTYII,

— [PEUMYILIECTBEHHOE MPABO MPHU MPOYUX PABHBIX YCIOBHUSAX HA OCTABJICHHE
Ha paboTe NpU MPOBEACHUHN OPTAHU3AMOHHBIX WM IITATHBIX MEPOIPHUATUH.

[TocranoBnennem IIpaBurensctBa PO Ne573 ot 18.09.2006r ycTaHOBIIEH
pasMep exXEeMECSYHOM MPOLIEHTHOM Ha0aBKHU K JOKHOCTHOMY OKJIay (TapugHOi
ctaBke). Tak 3a paboTy cO CBEACHUSIMHU, UMEIOIIIMMHU CTENIEHb CEKPETHOCTH «OCO00i
BAXKHOCTHY», Haji0aBKa cocTaBisieT 50-75 MpoIeHTOB; UMEIOIIMMU CTEIIEHb CEKPET-
HOCTH «COBEPIICHHO CEKpeTHO»: 30- 50 mpOoLEeHTOB; UMEIOIMUMU CTENEHb CEKPET-
HOCTHU «CEKPETHO» MPHU 0POPMIICHUH JOIyCKa C IPOBEACHUEM IIPOBEPOYHBIX MEPO-
npustuii: 10-15 nporeHToB, 6€3 MPOBEACHUS MPOBEPOUHBIX MeponpusThii: 5 - 10
IIPOLICHTOB.

YcranaBnuBaroTcss Tpu (HOpMBI JAOMYCKa K TOCYJApCTBEHHOW TalHE JOJIK-
HOCTHBIX JIMI ¥ TPaKJaH, COOTBETCTBYIOLME TPEM CTENEHSM CEKPETHOCTH CBEZE-
HUM, cocTaBisiromux I 'T.

Oco06mrit mopsaiok pomycka k I'T.

Unensl CoBera Penepauuu, nemyrarbl ['ocynapctBeHHoN [ymbl, Cynbu Ha
MEepUOJ UCTIOJIHEHUSI UMH CBOMX IMOJTHOMOYHH, a TAaK¥K€ aJJBOKAThl, Y4aCTBYIOIIHNE B
YTOJIOBHOM CYZOIIPOU3BOJCTBE MO JI€JIaM, CBSI3aHHBIM CO CBEIEHUSAMH, COCTABIISIO-
IIMMU FOCYAApCTBEHHYIO TaliHY, AOIYCKAOTCS K CBEIEHUSM, COCTABIIIOIIMM TOC-
YIApCTBEHHYIO TaliHy, 0€3 MpOBEIEHUS MPOBEPOUYHBIX MEPOIPUATUH, MPETYCMOT-
pEeHHBIX cTaThel 21 HacTosmero 3akoHa.

JIOJDKHOCTHOE JIMIIO WM TPaXKIaHUH, JOMYILIEHHbBIE, WU PaHEee HOMMYCKaBILN-
ecsl K TOCYJAapCTBEHHOW TailHe, MOTYyT OBbITh BPEMEHHO OTPAaHUYEHBI B CIEAYIOLIUX
npaBax:

— IIpaBa BbIE€3/a 33 TPAHULLy Ha CPOK, OTOBOPEHHBIN B TPYJOBOM JOTOBOPE

npu opopmiennn nonycka k I'T;
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— TIpaBa HA PacHpOCTPAHEHUE CBEIAEHUN, COCTABJISIOIIMX TOCYAapCTBEH-
HYIO TallHy, U Ha MCIOJb30BAHUE OTKPHITUN U U300PETEHHM, COACpKAIIUX TAKUE
CBEJICHUS;

— IpaBa Ha HEMMPUKOCHOBEHHOCTh YaCTHOM JKU3HHU MPU MTPOBEAECHUHU MTPOBE-
POYHBIX MEPOIPUSATHU.

OTBETCTBEHHOCTD 32 OPTraHU3ALMIO 3aIUThI CBEICHUM, COCTABIIIOIINX TOCY-
JApCTBEHHYIO TallHy, B OpraHax roCyJIapCTBEHHOM BJIACTH, Ha MPEIANPUATHSIX, B
YUPEKICHUAX U OpraHU3alUsaxX BO3JIaraeTcs Ha UX pyKOBOIUTEIIEH.

JIOMKHOCTHBIEC JMIIA U TPAXKIAHE, BUHOBHBIE B HAPYIIEHUH 3aKOHOIATEIb-
ctBa Poccuiickon denepanuu 0 rocyJapCTBEHHON TaliHE, HECYT YTOJIOBHYIO, aIMHU-
HUCTPATUBHYIO, TPAXKAAHCKO-TIPABOBYIO MJIN JUCLUIIJIMHAPHYIO OTBETCTBEHHOCTH B
COOTBETCTBHHU C ACHUCTBYIOLINM 3aKOHOIATEIBCTBOM.

Jlomyck mpeanpusTuii U opraHu3aluil K MPOBEICHUIO padOT, CBA3AHHBIX C
WCIIOJIb30BaHUEM CBEACHUM, cocTaBssomumx ['T, co3manueM cpeacTB 3alMThI UH-
dbopmaiuu, a TakxKe ¢ OCYIIECTBICHUEM MEPOINPUATUNA U OKa3aHUEM YCIYT IO 3a-
IIMTE TOCYIAPCTBEHHOM TalHBI, OCYIIECTBIISIETCS ITyTEM MTOTYUYECHUS UMH, JTUIECH3UN
Ha MpoBeieHHEe PadOT CO CBEICHUSIMU COOTBETCTBYIOIIEH CTENEHH CEKPETHOCTH.

JIuneH3us Ha MpoBeaeHUE padoOT C UCTIOIL30BAHUEM CBEJICHUMN, COCTABIISIO-
mux ['T, BeIIaeTCs NMpeanpusTUIO, YUPEKICHUIO, OPraHU3alNU IPU BBIMOJIHEHUN
UMM CIICTYIONINX yCJIOBHi (CT. 27):

— BBINIOJIHEHHE TpeOoBaHUM, yTBepkaaeMbix IIpaButensctBom P®, mo
obecneuenmio 3ammuThl ['T;

— HaJM4ue B UX CTPYKType noapasaencHuit no 3ammre ['T u cenuanbHO

— TOATOTOBJICHHBIX COTPYTHUKOB JJisi paOOTHI MO 3amuTe HHHOpMAIUY;

— HQJIWYKE Y HUX CePTUMUIIMPOBAHHBIX CPEJICTB 3aITUTHI HH()OPMAIIUH.

Cpenctna 3amuThl “”HGOPMAIIUU JOJKHBI UMETh CepTU(UKAT, yI0CTOBEPSIIO-
IIUI UX COOTBETCTBHE TPEOOBAHUSAM TIO 3aIIUTE CBEJEHUN COOTBETCTBYIOIICH CTe-

IICHU CCKPCTHOCTH.
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Opranuzanus cepTUPUKALUUA CPEACTB 3aIUTH UHPOPMAIIMK BO3JIaraeTcsl Ha
®Cbh, MO, CBP, ®CT3K. Cepruduxarus oCymecTBIIeTCS Ha OCHOBaHUHU TPeOo-
BAaHUI TOCYJApCTBEHHBIX CTaHIApTOB P® M MHBIX HOPMATHBHBIX JIOKYMEHTOB,
yTBepxkIaeMbIX [IpaBurenbctBoM PO.

2 KoHTpoab M Haa3op 3a olecrneyeHHeM 3allMTHI TOCYAapCTBEHHOM
TAWHbI

B cootBercTBHHM co cTtaTthamu 30 1 32 3aKOHA YCTAHOBJICH BEJJOMCTBEHHBIN U
MEKBEJIOMCTBEHHBI KOHTPOJIb U MPOKYPOPCKUIA HAJ30p 32 00€CTICUECHUEM 3AIIUThHI
rOCyJlapCTBEHHOW TaWHBbI.

KonTtpons 3a obecnieuenuem 3ammthl ['T ocymectsisitor [Ipesunent u [pa-
BUTENBCTBO PO.

MexBe1IoOMCTBEHHBIN KOHTPOJIb ocyiiecTBiAoT: @Ch, MO, CBP, ®CTOK.

Hanzop 3a cobnrofeHneM 3aKOHOIATENIbCTBA OCYIIECTBIAIOT | 'eHepalbHbIN
1pokypop P® u nogurHEeHHbIE €My IPOKYPOPBIL.

YT0JI0BHO-TIpaBOBasi OTBETCTBEHHOCTH 32 pa3riiallieHre HH(POopMaInu, coaep-
JKallle TOCYIApCTBEHHYIO TallHY, OINPENEIAeTCS YTOJOBHBIM KojuekcoMm P®D: cr.
275,276, 283, 284. B yacTHOCTH, cTaThel 283 ompeeseHo, YTo pa3rialleHue CBe-
JIGHUM, COCTABISIONINX TOCYAAPCTBEHHYIO TallHY, JTUIIOM, KOTOPOMY OHa OblLjia J0-
BEpEHa UJIU CTaja U3BECTHA MO CIIyk0e Win padoTe, €ClIi 3TU CBEACHUS CTalU JI0-
CTOSIHUEM JAPYTUX JIMI, MPU OTCYTCTBUU MPU3HAKOB TOCYAAPCTBEHHOW W3MEHBI,
HAKa3bIBAETCSl aPECTOM Ha CPOK OT YETHIPEX JI0 IIECTU MECAIEB, JIMOO JHUIIICHUEM
CBOOOJIBI HA CPOK JI0 YETHIPEX JIET C JIMIICHUEM TpaBa 3aHUMAaTh OIMpE/elICHHbIC
JIOJKHOCTH WJIA 3aHUMATHCSl OMPEAECIEHHON JIESITEIbHOCTHIO HA CPOK 10 TPEX JIET
i 6e3 TakoBoro. To ke JesiHue, ¢ TSHKKUME TTOCIIeICTBUSME, HAKa3bIBAIOTCS JTU-
IICHUEM CBOOOJIBI OT TPEX J0 CEMU JIET C JIMIIICHUEM TIpaBa 3aHUMATh OIPEIeIICH-
HBIE JIOJDKHOCTH Ha CPOK JI0 TPEX JIET.

B 3akoHOIaTeNbHBIX AKTAX YCTAHOBJIEHBI ITPABOBBIE HOPMBI B OTHOLLIECHUU
npaB, 00513aHHOCTEN U OTBETCTBEHHOCTH CYOBEKTOB, YYaCTBYIOIIMX B MH(OpMAIIU-

OHHOM OOMEHE.
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[IpeameToM MpaBOBOro peryivpoBaHusi B MHGOpMAIIMOHHON cdepe sBis-

IOTCSI:
— CO3[IaHHE U PacpOCTpPaHEeHUE UH(OPMAIIHH;
— (opMHpOBaHUE U UCIIOJIH30BAHNE HH(POPMAIIMOHHBIX PECYPCOB;
— peanu3anus MpaBa Ha MOWCK, MOJIyYEHUE, TiepeIady U MoTpeOIeHue UH-
dbopmanmw;

— CO3/laHuE U TpUMEHEHUE NHPOPMAIIMOHHBIX CUCTEM U TEXHOJIOTHIA;

— CO3/laHuE U IPUMEHEHHUE CPEJICTB MH(DOPMAITMOHHON O€30MaCHOCTH.

OTBETCTBEHHOCTD, BO3JIaraeMasi B ClIydasx IpaBoOHaApyIIeHU B nH(opmaIu-
OHHOM cdepe, GopMyIUPYETCS B pa3IMUHBIX HOPMATUBHBIX MPABOBLIX akTax. KoH-
KPETHBIE HOPMbI, YCTAHABJIMBAIOIINE OTBETCTBEHHOCTh 3@ HAPYLIEHUS COCPENOTO-
YEHBI B OCHOBHOM B YTOJIOBHOM H JIp. Kojiekcax P®.

VYToJ0BHOE MPaBO PEryJIUpPyeT OTHOIIEHHS B OOJACTH HaubOosee OMacHBIX
paBOHAPYIICHUH (MPECTYTICHUH ).

Cankuuu 3a HapyuieHue WHGOPMAIMOHHBIX MPABOOTHOIICHHUI TPEACTaB-
nenbl B YK cnenyrommmu cTaTbsiMu:

1) Cratbs 138. HapyiieHnue TaifHbI IepenUCKH, Tele()OHHBIX TEPETOBOPOB,
MOYTOBBIX, TeJErpadHbIX U UHBIX COOOILIEHUN.

2) Cratbs 140. OTKa3 B IPEIOCTABICHUN TPaKIaHUHY HH(OPMAIIHH.

3) Crarbs 183. He3akoHHOE MOJTyueHUE U pasrIIallicHUE CBEACHUH, COCTaB-
JSIOIIMX KOMMEPUYECKYIO MIIM OAHKOBCKYIO TalHY.

4) Crartbs 272. HenpaBoMepHbIH T0CTYI K KOMIIBIOTEPHOM HHPOPMAIIUH.

5) Cratbs 273. Co3naHue, UCIOIb30BaHUE M PACIPOCTPAHEHUE BPEIOHOC-
HBIX nporpamm st DBM.

6) Cratbs 274. Hapyuienue npaBui skciutyaTaiun 9BM, cucrembr 9BM
WJTU UX CETH.

7) Crarbs 275. T'ocynapcTBeHHas H3MEHA.

8) Cratbs 276. llInnonax.
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9) Cratbs 283. PasriaiieHue rocyaapCTBEHHOM TalHBI.
10) Ctatbst 284. VYTpaTa JOKYMEHTOB, COJCpIXAIIUX TOCYIapPCTBEHHYIO

TaNHY.
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Tema 1.3 IIpaBoBble pexxuMbl 3aIIUTHI HHGPOPMAIIMHA KOH(PUIEHIIHAb-
HOT'0 Xapakrepa

1 [IpaBoBasi 3amuTa KOHPUAEHUINATIBLHOH MH(OPMAITUH.

B neiictByromem 3akonogatenbcTBe PO ynomunaercs 6osee 40 BUAOB TaliH
(OaHKOBCKas, HAIOTOBas, KOMMepUYecKasi, MpoPeCCHOHATIbHAS U T.1I.), TPEOYIOMNX
BBEJICHUSI PEKUMA KOH(GUIECHIIMATBHOCTH, U UX YHUCIIO TTOCTOSIHHO YBEIMYUBACTCS.
VYkazom [Ipeszunenta PO ot 06.03.97 r. Ne 188 6bu1 yTBep:keH Ilepeuens cBeneHui
«KOH(PUACHITUATHHOTO XapaKTepay, T1Ie YKa3aHbI IIIECTh BUIOB TAKOW HH(GOPMAITIH:

— TMEPCOHANIbHBIC TAHHBIC;

— TaifHa CJIeACTBUS U CYJONPOU3BOJICTBA;

— cly)keOHas TaiiHa;

— npodeccuoHallbHas TaiHAa;

— KOMMeEpYecKas TalHa,

— CBEJICHUS O CYIIHOCTU M300pETEHUSs, MOJIE3HON MOJEIU WM TTPOMBIIII-
JIEHHOTO 00pa3ia 10 OpUIUaATbHON MyOJINKAIIMU O HUX.

B cooTrBercTBUMM ¢ HOpMaMu MexxayHapoaHoro npasa u Koncrurynun PO
JTAHHBIN TIEpEeUeHb JODKEH OBITh B JajbHEHIIEM yTBEpKIeH 3akoHoM. KoHdunen-
UAJILHOCTh CBEICHUN OTpaxaeT rpu@, ycTaHaBIMBaEMbIN HA MaTEpPUATILHOM HOCHU-
tesne undopmanuu. J{ns o6o3naueHus rpuda KoHGUIESHIIMATLHOCTH UCTIOIb3YOTCS
MEXIyHAapOIHbIE U HAllUOHAIbHBIE HOPMATHUBHbBIE JOKyMEeHTHI. [Ipuyem TpeboBa-
HUSI POCCUICKOTO 3aKOHOJATENHCTBA OTIUYAIOTCS OT YTBEPXKICHHBIX CTaHJIapTOB
ISO 17799 «be3zonacHocTh HHOOPMAITMOHHBIX MEXKIYHAPOIHBIX CTAHIAPTOBY. Tak
B cooTBeTcTBUU ¢ [SO 17799 ucnonw3yrorcs ciaegayromnme 0003HaYeHUS:

— OT-otkpeITas nHGOpPMAITHS;

— KU —xoundunennuanpHas nHGoOpMaIs;

— CKMU - crporo xoHbuaeHIIMATBHAS HHGOPMAITHS.

B poccuiickoM 3aKOHOJATENHCTBE UCIIONB3YIOTCS CICAYIONINE TPpU(bl KOH-

buaeHIMaTbHOCTH:
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— OT — oTkpsITast uHGOpPMAIHS;

— JIBU — nyis BHyTPEHHETO UCTIOJIBb30BAHNS;

— KU — xondunennmanpHas nadopmarus.

2 HopMaTuBHO-IpaBOBOEe peryjupoBaHue NPo(eccHOHAIBLHON U CJIy-
KeOHOM TalHBI

2.1 HopmaTHBHO-NIPaBOBOE peryJiupoBaHue NpogecCHOHATbHON TallHbI

K yucny TaiiH 4aCTHOM KU3HU OTHOCSTCS JIMYHBIC TallHBI, JOBEPEHHBIE MPE-
CTaBUTEISIM OTpEACNCHHBIX Mpodeccuil (aABoKaTy, Bpauyy, CBSIIEHHUKY, IICHUXO-
JIOTy, HOTapuycy, OaHKUpPY, HAJIOTOBOMY MHCIEKTOPY, AENYyTarTy, >KypHAJIHUCTY U
ap.).

[IpodeccronanbHas TaiiHa — 3aluinaeMas 1o 3akony uHGopmalus, 10BepeH-
Hasl JIMILY B CHJTy UCIIOJHEHMSI UM CBOMX MPO(ecCHOHANIbHBIX 00s13aHHOCTEN, HE CBSA-
3aHHBIX C TOCYIAPCTBEHHONW M MyHULMIAIBHOM CIIY»)OOW U HE SBISAIOIIASICS FOCy-
JapCTBEHHOM MJIM KOMMEPYECKOW TaWHOM, PACIIPOCTPAaHEHNE KOTOPOU MOKET HaHE-
CTH yIIepO UHTEpecaM JIHIA, JOBEPUBLIETO 3TU CBEACHMUS.

B cooTBeTCTBHM C aHHBIM OIPEAEIECHUEM MOYKHO BBIJIEIUTH CIEAYIOIINE
00BEKTHI TPO(hECCHOHATEHOM TaHBI:

1) BpaueOnas Taiina — nH(OpPMAIUS COepIKaIIas: pe3yIbTaThl 00CIeI0Ba-
HUS JIMIIA, BCTYNAIOLIEro B Opak; cBefeHus O ¢akre oOpalieHus 3a MEAUIIMHCKON
IIOMOIIBIO, UHBIE CBEACHUS O COCTOSIHUY 310POBBA.

2) TaiiHa cBs3M — TaliHa MEPENIUCKH, TeJICPOHHBIX IEPETOBOPOB, IOYTOBBIX,
TenerpadHbIX U UHBIX COOOIICHUIA.

3) HotapuanbHas TaliHa — CBEJICHHS, JOBEPEHHBIC HOTAPHYCY B CBS3H C CO-
BEPILICHUEM HOTAPUAIBHBIX JEHCTBUM.

4) AJBOKaTCKasl TaiHa — CBEJICHUSI, COOOIICHHBIC aJIBOKATY TPaKJIaHUHOM B
CBS3U C OKA3aHUEM OPUANYECKON MOMOIIH.

5) TaiiHa yCBIHOBJICHUS — CBEJICHUS 00 YCHIHOBIICHHH PEOCHKA YCHIHOBUTE-

JICM.
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6) TaitHa cTpaxoBaHUs — CBEJCHUS O CTPAaXOBaTElIe, 3aCTPAXOBAHHOM JIMIIC
U BBITOJONpruoOpeTaTene.

7) TaitHa MUCTIOBEIM — CBEJICHHMSI, IOBEPEHHBIC CBAIICHHOCITYKUTEIIO TPaX-
JTAHUHOM Ha MCTIOBE/IH.

K mpaBoBbIM JOKyMeHTaM O pohecCHOHATBbHOM TalfHEe OTHOCSTCS:

1) 3akonsl P® — 'K P® (ct. 964); I'TIK PCOCP (c1.9); YK P® (ct.155);
VIIK PCOCP (ct1.51); Cemeitnbiii kogekc P® (ct.15, 139); @3 ot 16.02.19951. «O
cBs13m» (cT.32); «OcHOBHI 3aK0HOAaTENIbCTBA PD 00 0XpaHe 310pOBbs rpakaaH» OT
22.07.1993r. (c1.30,31,35,49,61); 3akod P® ot 02.07.1992r. «O ncuxuaTpudeckon
NOMOIIIM M TapaHTUSAX MpaB TpaxaaH Npu ee okazaHum» (c1.9,46); @3 or
25.07.2002r. Nell2 «O penuruo3nbix oObenuHeHUsAx»; 3akoH PCOCP or
20.11.1980r. «O6 yrBepxaeHuu mosoxenus o6 aaBokarype PCDCP» (ct. 16);
«OcHOBbI  3akoHOnarenbcTBa P® o Hotapuate» ot 10.02.1993r. (ct.5,
14,16,17,28,34); 3akon P® ot 22.12.1992r. «O TpaHCIUIaHTAIIMH OPraHOB | (MJIN)
TKaHel yenoBekay (cT.14); @3 «O connanbHOM 00CTYKUBAHUU TPAXKIaH MOKHUIIOTO
BO3pacTa U HHBAIUI0B» OT 17.05.19951. Ne122 — @3 (c1.11).

2) TlomzakoHHbIe aKThl — moctaHoBicHHs IIpaBurenbctBa PO Ne352 or
28.05.1992r. (B pen. [Toctanosienust No792 ot 02.07.19971.) «O 3aK1104€HUN MEXK-
MIPaBUTEIHCTBEHHBIX COTIIANICHUH 00 N30€KaHUH TBOWHOTO HAJIOTO00JI0KEHUS J10-
X0/10B U umytiectBa» (c1.23); Nel235 ot 26.09.1997r. «O6 yTBEp>KICHUH MPABUII
okazaHus yciayr Tesne@orHou csizuy (11.8); Ne1239 ot 26.09.1997r. «O06 yTBepxe-
HUU MIPABUJI OKa3aHus yciayr noutoBoi cBsizu (11.132,140); Nel1017 ot 13.10.1995r;
No221 ot 28.02.1996r. «O6 yTBEpKACHUU MPaBUI 0053aTEIHLHOTO MEIUIIMHCKOTO
OCBHJICTENILCTBOBaHMs Ha BhisiBiIeHHe BUY-undexumn» u np.

3) CynaeOnas mpakTHka — noctanoBienne Koncrurynnonnoro cyaa PO Ne§-
IT or 27.03.1996r. (B yacTu npodeccuoHaNbHOM TaltHbI aBOKATA); TOCTAHOBJICHUS
[Inenyma BepxoBHoro cyna P® Nel( ot 20.12.1994r. «HexoTopbie BOmpoOCHI Mpu-

MCHCHHSA 3aKOHOOATCIbCTBA O KOMIICHCAINH MOPAJIbHOI'O BpEaa» 1 Jp.
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4) MexayHapoHbIC JOTOBOPHI M coramieHus — o6omnee 30 IBYCTOPOHHUX
corjameHnit 00 n30eKaHue TBOWHOTO HAJIOTOO0I0KEHUS TOXOA0B U UMYIIIECTBA U
Ap.

B coBpeMeHHOM 3akoHOAaTeNbCTBE PO HE MaHO YETKOTO ONpPENEIEHUs MPOo-
(deccroHaIbHON TalHBI, XOTSI OHA BBICTYMAET CAMOCTOATEILHBIM OOBEKTOM IpaBa.
J171s1 ocy1ecTBICHUS €€ MPABOBOM OXPaHbI U 3aIIUTHI HEOOXOAUM (eiepaabHbIi 3a-
KoH «O mpodeccnoHaTbHOM TalHE.

B 3ak0HOATENBCTBE HE MPEYCMAaTPUBAECTCS CETOIHS BO3MOKHOCTB 10CTYyIIa
K npodecCHoHaNbHON TallHE, CO CTOPOHBI TOCYAAPCTBEHHBIX OPraHOB — TOJBKO B
JIBYX CITy4asix: B OTHOIIEHUH aJBOKATCKOW TalHbI U TANHBI UCIIOBEIN.

B YK P® npsamo npeaycmMaTpuBaeTCsl YroJoBHasi OTBETCTBEHHOCTD JIUIIb B
cllydae pasrialieHus IByX BUIOB MPOo(hecCHOHATBHON TailHbl — TalHbBI YCHIHOBIIE-
Hus (cT. 155 YK P®) u Taiinbl cBs3u (rinasa 19, cr. 138 YK PO).

2.2 HopMaTHBHO-TIPABOBOE PeryJUPOBaHHe CIYKeOHOH TallHbI

JlomxHOCTHAs ciy:keOHas TaliHa CBsi3aHA ¢ MHTEPECAMH rOCYyAapCTBEHHOM
CIIy>KOBI U CITy’KObI B OpraHax MECTHOTO CAMOYTIPABJICHHUSL.

JlocTym K npodecCHOHANbHBIM CBEACHUSM 3aKPBITOTO XapaKTepa CBsI3aH ¢

JNOJKHOCTHBIM CTaTyCOM JIMIA, KOTOPOMY 3TH CBEJICHHS CTaJX U3BECTHBI 110
ciyx6e. [loaromy npu yreuku 3TON CEKpeTHONW MHPOPMALIUU CTPATAIOT UHTEPECHI
CILy’KOBbI (B OTJIMYKE OT MHTEPECOB KJIMEHTOB B cllydyae MPoeCcCUOHATbHOM TailHbI).

[Iprmepamu TakuX MPOTUBOIIPABHBIX JEHCTBUM SABIIOTCA: PA3TJIAlICHUE CY-
JIbSIMU TalHbl COBEIIAHMS MPU BBIHECEHUM MPUTOBOPA, TOJLKHOCTHBIMM JIMIIAMU
banka Poccun 0aHKOBCKOHM TailHbl, paOOTHUKAMHM HAJIOTOBOM MHCHEKIMHM HAJIOTO-
BOU TailHBI (CBEJICHUS O HAJIOTOILJIATENBIIUKE).

Omnpenenenre NOHATUA «ClTy:keOHas TaiiHa» naHo B cT.139 yactu nepsoii ['K
P®, nassiBatometics «CiyxxebHas 1 KoMMepUecKas TaitHay: HH(pOpMaIus COCTaB-

JSIET CIIy>)KeOHYI0 MJIM KOMMEPUYECKYIO TaliHy B cilydae, Korja nHpopMalus UMeeT
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JNEeNCTBUTENBHYIO WM MOTEHIUATBHYI0 KOMMEPUYECKYIO IEHHOCTh B CUJTY HEM3BECT-
HOCTH €€ TPEThUM JIUIaM, K HEll HET CBOOOHOTO JIOCTyIa Ha 3aKOHHOM OCHOBAHUU,
u o0naaaresb MH(QOpMAIIUK TPUHUMAET MEPHI K OXpaHe ee KOH(UIECHIIUATLHOCTH.

HopmaTuBHO-1IpaBOBBIMU JJOKYMEHTaMU B OTHOIICHUH 3aLTUTHI CIY>KEOHOM
TaWHBI ABIISIIOTCS:

1) 3akon P® ot 31.07.95 Nell9-®3 «O06 ocHOBax TrocynapCTBEHHOU
CITyKObI POy,

2) 3akoH P® or 17.01.92 Ne2202-1 (pex. ot 10.02.99) «O mpokyparype
P®Dy.

3) 3akon P® ot 02.12.90 Ne395-1 (pen. ot 31.07.98 Nel51) «O Oankax u
OAHKOBCKOM JESTEIBHOCTIY.

4) 3akoH P® ot 18.04.91. Ne1026-1 (pexn. ot 15.06.96 Ne 73-D3) «O muiu-
11707008

5) 3akon P® ot 12.08.95r. Nel44-d3 «OO6 omnepaTHBHO-PO3BICKHOHN es-
TEILHOCTH.

6) 3akon P® ot 16.02.95 Nel15-D3 (pex. ot 06.01.99) «O cBsazm».

7) 3axon P® ot 29.07.2004r. Ne98-D3 «O KOMMEPUECKOM TaitHEe».

8) TI'paxmanckuii koa koaekc P® ot 13.06.96 Ne63-D3 (pexn. ot 09.02.99).

9) Tamoxennsbiit kogekc PO yrB. BC P® 18.06.1993 r. Ne5221-1 (pen. ot
10.02.1999 r.).

B kauecTBe npumepa pacCMOTPUM MPABOBYIO 3aLIUTY HAJOTOBON U KOMMEP-
YECKOM TalHBbI.

[Tonsitne HanoroBo TaliHbl BBeneHO Hamoroseim koaexkcom P®. CornacHo
cT.102 HK P® — 310 cBeZieHUs 0 HAJIOTOIUIATENbIIUKE, IOTyYeHHbIE HAJIOTOBOW UH-
CIEKI[MEN UM TAMOXKEHHBIM OPTaHOM IPU HAJIOTOBOM KOHTPO!JIE.

Pexum xpanenus cBenenui, cocrasisrommx HT, u qoctyna kK HUM ycraHaB-
muBaetcss ®HC P®. Yacte 4 c1.102 HK P® onpenensier 18a Buja HapylIeHUH B
otHomeHuu HT:

— pasrnamenue HT;
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— yTpara JOKyMEHTOB, COAEPKAIUX HAJIOTOBYIO TallHYy OpraHU3alluu.

3a 9TU HapyIlIEHUs BUHOBHbBIE MTPUBJICKAIOTCS] K OTBETCTBEHHOCTH.

3a yTpary JOKYMEHTOB COTPYAHUKH HAJIOTOBBIX OPraHOB HECYT AUCIHUILIN-
HapHYIO OTBETCTBEHHOCTh. Eciu ke mpu 3TOM MO MX BUHE pasriiallieHa HE TOJBKO
HAJIOTOBAs, HO M KOMMEpUYECcKas Wir OaHKOBCKAsl TaifHa, TO MOXKET HACTYITUTh yTO-
JIOBHAs1 OTBETCTBEHHOCTH MO CT.183 YK PO.

YTpaTa TOKyMEHTOB U MPEIMETOB, COJIEPKAIIUX CEKPETHbIC CBEICHUS, HE
MOBJIEKIIAs 32 OO0 TKKHUX MOCIEICTBUN — COCTaBa MPECTYIJICHUS HE 00pa3yeT.

MarepuanbHble HOCUTEIN CEKPETHBIX CBEJICHUN MMEIOT PEruCTpPalliOHHBIN
HOMEP, rprd CEKPETHOCTH, YCTAHOBIICHHBIM MOPSIIOK XpaHEHUs, BbIa4M, Pa3MHO-
YKEHUSI 1 YHUUTOXKEHUsl. OHU MOTYT ObITh OPUIIMATIEHBIMU WU HEO(DUITMATEHBIMU
(4epHOBUKH, HAOPOCKH).

B ycrnoBusix xecTKoi KOHKYpPEHIIMN (DUPMbI PUIIaral0oT 3HAUUTEIIbHBIC YCU-
st 11t cOopa MH(pOpMaIlUU O PhIHKE, O TApTHEpax U APYrou mosie3Ho nHpopma-
uuu. Kak npaBuiio, 3Ty AENUCTBUS HOCST pa3BEIbIBATEIbHBINA XapaKTEP U HALICJICHBI,
IpEXJIe BCEro, Ha noydeHue kommepueckoit Taitusl (KT) koHKypeHTa.

[IpunHsATO pa3nuuaTh KOHKYPEHTHYIO Pa3BeAKy («IeoBasi pa3BeaKay, «Ou3-
HEC-pa3BeKa») U MPOMBIILICHHBIN IMUOHAXK:

1) KoHkypeHTHas pa3Belnka — 3TO cOop U 00paboTKa MH(pOpPMAIMK 3aKOH-
HBIMH CTIOCO0aMU.

2) TIpOoMBIIIUICHHBIA MIMHOHAX - HE3aKOHHBIM COOP CBEICHUH, COCTABJISIO-
IIMX KOMMEPUYECKYIO TaliHy, He3aKOHHOE MCIOJIb30BaHUE CEKPETHON MH(OpMaIun
JIUIIOM WJIK TIPEANPUSTHEM, HE YIIOJTHOMOUECHHBIM Ha TO €€ BJIaJIeNIbLIEM.

[TonsTre «komMMepUecKkas TaifHay) B HaIlleM 3aKOHOJIATEJbCTBE BIIEPBbIE MO-
aBuiIochk B 1990 rony B TekcTe 3aKoHA O MPEANPUATUAX U MPEINTPUHUMATEIBCKON
nearesbHoCTH. 3aTeM B 3akoHe PO «O0 undopmainuu, nHbopmMaTHU3aIuy 1 3aIIUTe
uHdopmaruny, ot 25.01.95r., B I'paknanckom konekce P, 4.1. u, Hakoner, B 3a-

KoHe «O komMepueckoi TaiiHe», 0T 29.07.2004r. Ne98-D3.
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3akoH «O KOMMEpYECKON TallHE» PEeryjaupyeT OTHOLICHHUsI, CBA3aHHBIE C OT-
HeceHHeM MH(OpMaluyu K KOMMEpUECKOl TaiiHe, mepefadeil Takoi nHpopMaluu,
OXpaHOH ee KOH(PUACHINAIBLHOCTU U MPERyNPExTCHUEM HETO0OPOCOBECTHON KOH-
KYPEHIIMH, a TAK)KE ONPEIEIAET CBEACHUS, KOTOPBIE HE MOTYT COCTaBIIATh KOMMEp-
YECKYIO TalHY.

KommMmepueckas TaitHa — koH(UaeHIIMaIbHAs HHGOpMAaIus, TO3BOJISIONIAs €¢
o0aaTeNio MpH CYIIECTBYIOMIUX WM BO3MOXKHBIX OOCTOSITENECTBAX YBEIUYUTH
JI0X0/1bl, U30€KaTh HEONPABJAHHBIX PACXOJI0B, COXPAHUTH MOJOXKEHUE Ha PHIHKE
TOBapoOB, paboT, YCIAYT WK MOJYyYUTh HHYIO KOMMEPUYECKYIO BBITOAY (CT. 3).

DTO0 — HAy4YHO-TEXHUYECKAasl, TEXHOJOTUYECKasl, IPOU3BOICTBEHHAs, (PUHAH-
COBO-3KOHOMHUYECKas MH(pOpMaIs, B TOM YKCIIE COCTABIISIONIAS CEKPEThI IPOU3-
BOJICTBA (HOYy-Xay), KOTOpas UMEET JACHCTBUTEIbHYIO WM MOTEHLIHAIbHYIO KOM-
MEPUYECKYI0 EHHOCTh B CHJIy HEM3BECTHOCTU €€ TPEThUM JIMLAaM, K KOTOPOW HET
CcBOOO/IHOTO JIOCTYIa HAa 3aKOHHOM OCHOBAaHUU U B OTHOILIEHUHU KOTOPOM oOjanare-
JeM Takoi HHGOpMaIuU BBEICH PEKUM KOMMEPUECKON TallHBbI.

PexxrM KOMMepYeCKO# TaliHbI — IPAaBOBbIE, OPTAHU3ALUOHHBIE, TEXHUYECKUE
Y UHBIC IPUHUMAaEMBbIe 001a1aTesieM HHPOpMAIIH, COCTABIISIIOIIEH KOMMEPUECKYIO

TaliHy, MEpbI TI0 OXpaHe ee KOH(UICHIIUATLHOCTH.
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CBenenusi, KOTOpbIE HE MOTYT COCTABJISITh KOMMEPUECKYIO TailHy (CT. 5):

—  y4YpeAuTeIbHbIE JOKYMEHTaX KOPUAUYECKOrO JIMIA, JOKYMEHTHI, MOJ-
TBEep XK Aarone PakT BHECEHUS 3aMUCEH O FOPUINIECKUX JIUIAX U 00 WHIUBU Ty aTb-
HBIX MPEANPUHUMATENSAX B COOTBETCTBYIOIIHNE TOCYJAPCTBEHHBIE PEECTPHI;

— JIOKYMEHTHI, JAIOIIKE MPaBO HA OCYIIECTBIICHUE MPEANPUHUMATEIbCKON
JEATEIIbHOCTH;

— 0 COCTaBe MMYIIECTBA IOCYIapPCTBEHHOTO WJIM MYHUITUTIATLHOTO YHUTAP-
HOTO MPEIIPUATHS, TOCYJAPCTBEHHOTO YUPEKIEHUS M 00 HCIOIB30BAHUH MU
CPEICTB COOTBETCTBYIOMINX OIOIKETOB;

— 0 3arpsS3HEHUU OKPYXKAIOIIEH CpeJibl, COCTOSTHUU TTPOTHUBOIIOKApHOH O€3-
OIACHOCTH, CAHUTAPHO-IMUIEMHUOJIOTHYECKOW 00CTAHOBKE U IPYTUX (haKTopax;

— O YHUCJIEHHOCTH, O COCTaBe pabOTHUKOB, O CHUCTEME OIUIaThl Tpyjaa, 00
YCJIOBUSIX TPYy/Aa, B TOM YKCiie 00 OXpaHe Tpy/aa, O TOKa3aTeNsX MPOU3BOICTBEHHOTO
TpaBMaTu3Ma 1 npodecCuoHaIbHON 3a00JI€BAEMOCTH, U O HATMYUHU CBOOOIHBIX pa-
00YMX MECT;

— 0 33JI0JDKEHHOCTH paboTojaTesiell Mo BhIIaTe 3apa00THON IUIaThl U 110
WHBIM COLIMATIbHBIM BBITLIIATAM;

— 0 HapyHIICHUSAX 3aKoHOAaTeNbcTBA PD u (akTax MPUBICUYCHHUS K OTBET-
CTBEHHOCTH 3a COBEPIIECHUE dTUX HAPYIICHUI;

— 00 yCloBUSIX KOHKYPCOB WJIM AyKIIMOHOB IO MPUBATU3AIMH OOBEKTOB
rOCYJapCTBEHHOM WM MYHMITUTIAJIbLHONH COOCTBEHHOCTH;

— 0 pa3Mepax U CTPYKType J0XOJ0B HEKOMMEPUECKUX OpraHu3aIui, o pas-
Mepax U COCTaBe MX UMYIIECTBa, 00 MX pacxoiax, O YUCIEHHOCTH U 00 oriaTe
TpyJa uX pabOTHUKOB, 00 MCIOJIB30BaHUU OE3BO3ME3THOTO TPYIa TPAXkKIaH B Jies-
TEJILHOCTU HEKOMMEPYECKOU OpraHu3allny;

— 0 TIepPEYHE JIUIl, UMEIOIIUX TPABO JECUCTBOBATh 0O€3 JIOBEPEHHOCTH OT

HNMCHH IOPUINYCCKOIO JIMIIA.
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Obnagarens HHPOPMALIMU, COCTABIISIIOIIEH KOMMEPUYECKYIO TaliHY, 110 Tpebo-
BaHUIO OpraHa rocyJapCTBEHHON BIACTH MPEJOCTaBISET €¢ Ha OE3BO3ME3THOM Oc-
HoBe (cT. 6). MoTuBHpOBaHHOE TPeOOBAaHUE JOJKHO OBITH MOJIMCAHO YIOJHOMO-
YEHHBIM JJOJDKHOCTHBIM JIMLIOM, COJEPKaTh YKa3aHUE 1IeJIM U IIPAaBOBOTO OCHOBAHUS
3aTpeOoBaHuUs HHPOPMAIIHH, COCTABISIONICH KOMMEPUECKYIO TailHy, U CPOK MPeo-
CTaBJICHUS 3TOW MH(OPMALMU, €CIM UHOE HE YCTAaHOBJICHO (pelepalIbHbIMH 3aKO-
HaMHU.

3 Oprann3auMoHHbIe MepPbI 10 0XpaHe KOH(PUIEHIIHATBLHOCTH HH(OpPpMa-
UM

Opranu3anMoHHbIE MEpPHI MO OXpaHe KOH(HUICHIHATBHOCTH HWH(pOpMaluu
JOJDKHBI BKITI04YaTh (cT. 10):

— olpejaeNieHUE MepeuHss HMHGPOpPMAaIUU, COCTABIIAIOIIEH KOMMEPYECKYIO
TallHy; OTpaHMYEHUE A0CTyna K MH(GOpMAIMH, COCTABIAIONIEH KOMMEPYECKYIO
TaliHy, IyTE€M YCTaHOBJICHHUS MOpsiiKa oOpallleHus ¢ 3Tol mHpopManuend U KOH-
TPOJIS 33 COOJIIOIEHUEM TaKOTO MOPSIJIKa;

—  y4eT JIMII, HOJYYUBIIUX JOCTYH K HH(OpMALMHU, COCTABISAIONIEH KOMMEp-
YEeCKyI0 TaiiHy, U (WJIM) JIUIl, KOTOPBIM Takas uHopManus Oblja mpeaocTaBiieHa
WIM NepEaHa;

— peryjaupoBaHHE OTHOIIEHUH IO MCIOJIb30BAaHUIO MH(OpMAaIUU, COCTaB-
JSIOLLENH KOMMEPUYECKYIO TallHy, paOOTHUKaMH Ha OCHOBAaHUHU TPYAOBBIX JJOTOBOPOB
Y KOHTPareHTaMHd Ha OCHOBaHUU T'PaXJIaHCKO-TIPABOBBIX JIOIOBOPOB;

— HaHECEHHE Ha JOKYMEHTHI, COJepkKallhie KOMMEPUECKYI0 TaliHy, rpuda
«Kommepueckas TaitHa» ¢ ykazaHueM o0saaaresis 3Toll uHpopMauuu (U1l FOpHUIn-
YECKHUX JIUI — IOJIHOE HAMMEHOBAHUE U MECTO HAXOXKJICHHUS, JUIsl HHANBUAYaJIbHBIX
npeanpuHuMarenei — paMuins, UMs, OTYECTBO TpaKIaHUHA, SIBJISIOIEr0Cs UH/IU-
BUIyaJIbHBIM MTPEANPUHUMATENIEM, U MECTO KUTEIbCTBA).

OxpaHa KOHPUAECHINATHHOCTH WHGOPMALIMU B paMKaxX TPYIOBBIX OTHOIIIE-
Hu (cT. 11).

PaGoromaresns 00s13aH:
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—  03HAKOMMHTH MOJI pACTIUCKY paOOTHUKA C IEpeuHeM MH(GOpMAaIINH, COCTAB-
JIAIOIIEN KOMMEPYECKYIO TaliHY;

— O3HAKOMHTH O] PACIHUCKY pabOTHHKA C yCTAaHOBJICHHBIM paboToAaTeNnemM
PEKUMOM KOMMEPYECKOW TaliHbI U C MEPAMH OTBETCTBEHHOCTH 32 €T0 HAPYILICHHUE;

— co3/1aTh paOOTHUKY HEOOXOJIMMBIE YCIIOBUS MJisi COOJIIOJICHUS UM yCTa-
HOBJICHHOTO pa00TO/IaTelIeM peKUMa KOMMEPUYECKOM TalHBI.

Joctyn paboTHUKa K MH(POPMAILIUU, COCTABIISIIOIIEH KOMMEPUECKYIO TailHy,
OCYIIECTBJISIETCS C €r0 COrJIacHsi, €CIIM 3TO HE IPETYCMOTPEHO €0 TPYAOBBIMU 0051~
3aHHOCTSIMU.

[IpuunHeHHble yuiepd He BoO3MelIaeTcss pabOTHUKOM WM MPEKPATUBIIUM
TPYJOBbIE OTHOIIECHHS JIMLIOM, €CIIM pa3rjameHue MHGOpMaIi, COCTaBISIOIEH
KOMMEPYECKYI0 TaWHy, SBUJIOCH CIICACTBHEM HEMPEOAOJMMON CHIIbI, KpalHeu
HEOOXOJMMOCTH WJIM HEHUCIIOJNIHEHUsl padoTojaTesieM 00s3aHHOCTH IO olecreye-
HUIO pEKMMa KOMMEPUYECKON TalHBI.

PabGoTHuK 00s13aH HE pa3riamarh KOMMEPUYECKYIO TalHY MOCIe IPEKPaIeHUs
TPYJIOBOTO JIOTOBOpPA B TE€UEHUU 3-X JIET JakKe, €CIU COIJIallleHne O KOH(PUICHIIH-
IbHOCTHU HE 3aKirovanocsk (cT. 11).

B cnyuae napymienus KOHQUACHIMAIBHOCTH UHGOPMAIIH JTOJKHOCTHBIMU
JIMIIaMHU OPTaHOB FOCYJapCTBEHHOM BJIACTHU ATH JIMLIA HECYT OTBETCTBEHHOCTH B CO-
OTBETCTBHUHU C 3aKOHOJIATEILCTBOM PD.

OTBETCTBEHHOCTD 32 HAPYIICHHE HACTOSIIETO 3aKoHa (cT. 14) Bieyer 3a co-
00 AUCHUIUIMHAPHYIO, TPAXKIAHCKO-TIPAaBOBYIO, IMUHUCTPATUBHYIO MU YTOJIOB-
HYIO OTBETCTBEHHOCTb B COOTBETCTBUHM C 3aKOHOAATEILCTBOM PO.

Opranel roCyJapCTBEHHOM BJIACTH, HECYT T'PaKIaHCKO-TIPABOBYIO OTBET-
CTBEHHOCTh 32 pasrjallleHHe WM HE3aKOHHOE MCIOJIb30BaHHUE 3TOM MHGOpMAaIU
WX JIOJDKHOCTHBIMM JIMIIAMH, FOCYIAPCTBEHHBIMU WJIM MYHULIMIAIbHBIMU CIIyXka-
MMM YKa3aHHBIX OPraHoOB, KOTOPHIM OHA CTajla U3BECTHA B CBSI3U C BBIIIOJHEHUEM

MU JOJKHOCTHBIX (CITy>K€OHBIX) 00s13aHHOCTEH.
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OTBETCTBEHHOCTh 3a pa3lVIallIEHUE CBEJIEHUI, COCTABIIIOIIMX KOMMeEpue-
CKy10 TaiiHy, 1aHa B YK P® B ctatee 183: He3akoHHbIE OTyYE€HHE U pa3TIIalICHUE
CBEJCHU, COCTABIISIOLUIMX KOMMEPUECKYIO MM OAHKOBCKYIO TailHYy:

1) CoOupaHue CBeICHHH, COCTABIISIONIMX KOMMEPYECKYIO WIIH OaHKOBCKYIO
TaliHy, TyTeM MOXMILEHHUS JOKYMEHTOB, OJIKYIIa WJIH yTPpo3, & PABHO UHBIM HE3a-
KOHHBIM CIIOCOOOM B LIEJISAX PA3IJIalleHUs JIMOO HE3aKOHHOI'O MOJIb30BAaHUS ITHX
CBEJCHMI Haka3bIBaeTcs mTpadoM B pa3Mepe OT CTa 0 JABYXCOT MUHHUMAJIbHBIX
pa3MepoB OIUIAThl TPyJa WM B pa3Mepe 3apabOTHOM IUIaThl WM MHOTO J10X0Ja
OCY>KJIEHHOTO 32 IIEPUOJI OT OJHOTO /10 JIByX MECSIEB, TUOO0 JUIIEHUEM CBOOOIbI HA
CPOK JI0 JIBYX JIET.

2) HesakoHHBIE pa3riallieHUe MM HCIOJIh30BAHUE CBEICHUMN, COCTABIISIIO-
IMX KOMMEPUYECKYIO UM OAHKOBCKYIO TaiiHy, O€3 corjacus UX BiaJelblia, COBEp-
IIEHHBIE U3 KOPHICTHOW MJIM MHOW JMYHOM 3aWHTEPECOBAHHOCTH U MPUYMHHBIIHE
KPYIHBIN yiiep0, Haka3bIBalOTCs WTpadoM B pasMepe OT ABYXCOT J10 MSATUCOT MH-
HUMAaJIbHBIX Pa3MEPOB OILIAThI TPYJa WM B pa3Mepe 3apab0THOM MIaThl MM HHOTO
JI0X0J1a OCYKJIEHHOTO 3a MEepUOoJI OT ABYX J0 IATH MECALEB JHOO0 JUILIEHUEM CBO-
00bl Ha CPOK JI0 TpeX JIET co WTpadoM B pa3Mepe 0 MATHIECATH MUHUMAJIbHbBIX
pa3MepoB OIUIAThl TPYJa UM B pa3Mepe 3apadO0THOM ATkl WJIIM  HMHOTO J10X0Ja
OCY>KJIEHHOTO 3a IEPHO/JI 10 OJHOTO MecsLa 100 6e3 TaKOBOro.

CornacHo 4actu 2 JAaHHOM CTaTbU CyOBEKTOM MPECTYIUIEHUS MOTYT OBITh
TaKKe JIFOObIe JIUIA, BKIIOYAsl JOHKHOCTHBIX JIML, UMEBIIHUX JOCTYI K CBEICHHSIM,
COCTaBJISIOLIMM KOMMEPYECKYIO UM OaHKOBCKYIO TalHY.

Jlns 0003HaYEHUs CTENEHU BAXKHOCTH KOMMEpYECKOW WHGOpMalUMU Mpe.i-

MPUSATHE MOKET UCIIOJIb30BaTh Clieaytomue rpudsl KOHPHUICHIIUATEHOCTH:
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1) Kommepueckas TaiiHa — ctporo koHpuaeHnuansHo (KT-CK).

2) Kommepueckas TaitHa — koHpumeHmanpao (KT-K).

3) Kommepueckas Taitna (KT).

4) TIpoMexyTouHbIH rpud peKOMEHIYETCS HCIOIb30BaTh JIBU — miis BHYT-
PEHHETO MCITOJIH30BAHUA.

B 3akoHOmaTenbHBIX aKTaX yCTAHOBIIEHBI MPABOBbIE HOPMBI B OTHOIICHHUH
paB, 00s3aHHOCTEH U OTBETCTBEHHOCTH CyOBEKTOB, YIACTBYIOIINX B HH(GOpMAIIH-
OHHOM OOMEHe.

[IpeameToM mpaBOBOro peryivpoBaHusi B MHGOpMAIIMOHHON cdepe sBis-

IOTCSI:
— CO3JIaHWE U PACTIPOCTPAHEHHE UHPOPMAIIUK;
— (opmupoBaHHUE U UCTIOTB30BAHNE HHPOPMALIMOHHBIX PECYPCOB;
— peanu3anus IpaBa Ha MOWCK, MOJy4YeHUe, nepeaady 1 norpedicHue uH-
dbopmanuu;

— CO3/1aHHE U PUMEHEHUE UH(POPMAIIMOHHBIX CUCTEM U TEXHOJIOTU;

— CO3/1aHHE U PUMEHEHUE CPEACTB UH(POPMALIMOHHON O€30IacCHOCTH.

OTBETCTBEHHOCTh, BO3JIaraeMasi B cllyyasix paBoHapylIeHni B nHpopMalu-
OHHOU cepe, popMyIHpyeTCs B pa3IMUHbIX HOPMATUBHBIX MPaBOBbIX akTax. KoH-
KPETHbIE HOPMBI, YCTaHABJIMBAIOLIUE OTBETCTBEHHOCTD 32 HAPYLIEHUsI COCPENOTO-
YEHBI B OCHOBHOM B YTOJIOBHOM U JAp. Kojekcax PO.

VYTos0BHOE MPaBO PEryiIupyeT OTHOIIEHHS B OOJAacCTH HaumbOosee OIMacHbIX
paBOHAPYIICHUH (MPECTYTICHUH ).

CaHkuuu 3a HapylleHHe MHQOPMALMOHHBIX MPABOOTHOLIEHUN MpPEICTaB-
nensl B YK crieayromuMu CTaTbsiMU:

11) Crates 138. HapyuieHue TaifHbI IepENUCKH, Tele()OHHBIX TEPErOBOPOB,
MOYTOBBIX, TeJErpadHbIX U UHBIX COOOIIEHUH.

12) Cratbs 140. OTKa3 B Mpea0CTaBICHNHU IPAXKIaHUHY HHPOPMAIIHH.
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13) Crarbs 183. He3akoHHOE moJTyueHHE U pasriiallicHUe CBEACHHI, COCTAB-
JSIOMIAX KOMMEPYECKYIO I 0AaHKOBCKYIO TalHY.

14) Cratbs 272. HenpaBoMepHBIi JOCTYI K KOMITBIOTEPHOI MH(OPMAIIHH.

15) Craths 273. Co3aHue, UCHOIB30BAHUE U PACIIPOCTPAHCHUE BPEIOHOC-
HBIX ITporpamm aig OBM.

16) Cratbs 274. Hapymienue mpaBui skcrutyaraiun 9BM, cuctembr 9BM
WJIU UX CETH.

17) Cratbs 275. T'ocynapcTBeHHas ©3MEHA.

18) Craths 276. llInnonax.

19) Cratps 283. Pasriamenue rocyJapCTBEHHOHN TalHBI.

20) Ctatest 284. Vr1pata AOKYMEHTOB, COICPIKAIIMX TOCYIapCTBCHHYIO

TalHy.

38



Opranu3anoHHOE ¥ IPAaBOBOE 0OECTICUEeHHE 3aINUTH HH(OPMALTUH
Paznen 1. IlpaBoBoe obecriedeHne 3amuThl HHPOPMALUU

Tema 1.4 I'ocynapcTBeHHOE peryJiMpoBaHue AesiTeJIbLHOCTH B 00J1aCTH 3a-
IUTHI HH(pOpMATUT

1 [IpaBoBasi OCHOBA CHCTEMBI JIUIIEH3MPOBAHUS U cepTHUKanuu B PD

JInneH3upoBaHue - 3TO NPOLECC NMepeauy UK MOJTYYSHUS B OTHOLLIEHUHU (u-
3UYECKUX WM IOPUANYECKUX JIUIl IIPaB HAa IPOBEAEHUE OlpeeaeHHbIX padoT. [lo-
JYYUTh NPABO WIH Pa3pelICHUE HA ONPEIEICHHYIO JESITEIbHOCTh MOXKET HE KaX-
JIbII CyOBEKT, a TOJIbKO OTBEYAIOIIUNA OMIPEICIICHHBIM KPUTEPUSIM B COOTBETCTBUU C
MpaBWJIaMH JIMIICH3UPOBAHMSL.

JIuueH3ust — AOKYMEHT, TAaOLIUi IPaBO HAa OCYIIIECTBICHHUE YKA3aHHOTO BH/Ia
JEATEIIbBHOCTH B TEYEHUE ONPEICIICHHOTO BPEMEHH.

[lepeuenb BUIOB eSTENHHOCTH B 00s1acTu 31, Ha KOTOpBIE BHIIAIOTCS JIUIICH-
3uM, onpeaeneH [locranosnenueM IlpaBurensctBa PO — «O nulleH3UpOBaHUU OT-
JICTIBHBIX BUAOB JACATSILHOCTH» OT 24.12.1994 Nel418 x HuM, B 4aCTHOCTH, OTHO-
CUTCS pa3paboTKa, MPOU3BOICTBO, PEAIM3AIUS U CEPBUCHOE OOCITYKUBAaHUE:

— muGpPOBANBHBIX CPEJICTB;

—  3alIUIIEHHBIX CUCTEM TEJIEKOMMYHUKAIIHIA;

— TMPOrpPaMMHBIX CPEJICTB;

— cHenuaJbHbIX TEXHUYECKUX cpeacTts 3U.

A Takke MOAroTOBKa U MEPENOAr0TOBKA KaJIpOB.

Ceptudukaius - 370 TOATBEPAKACHUE COOTBETCTBUS MPOIYKIIMU WIH YCIYT
YCTAaHOBJICHHBbIM TpeOoBaHUsIM WM cTraHaaptaMm. CeptudukaT —IOKYMEHT, MOJ-
TBEp KAl cooTBETCTBUE cpeacTBa 3U TpeboBanusM o 6e3omacHOCTH UHPOP-

Malluu.
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3aKoHOJATEIBLHON U HOPMATUBHOM 0a30M JIMIIEH3UPOBAHUS U cepTUDUKAITUN
B obnactu 3U sBistores 3akoHbI PD:

1) «O rocynapctBenHo# TaliHe» oT 21.07.1993 Ne5485-1.

2) «O TexHHYECKOM peryiaupoBanum» oT 27.12. 2002 r. Ne 184-D3.

3) «O nueH3upOBaHUM OTACITHHBIX BUIOB ACITEIBHOCTH», OT 8.08. 2001T.
Nel128 (pen. ot 11.03.2003r. Ne32).

4) «O 3amuTte npaB orpedurenci» ot 07.02.1992 Ne2300-1.

IlocranoBnenus IIpaBurenscrBa POD:

1) «O auICH3UPOBAHUHU OTACIbHBIX BUIOB IEATCILHOCTI OT 24.12.1994 Ne
1418.

2) «O NUIeH3UPOBAHUU CATEIBHOCTH IPEANPHUITHI...» OT 15.04.95 Ne333.

3) «O cepruduxanuu cpeacts 3M» ot 26.06.95 Ne608.

4) «O muueH3upoBaHud...» oT 27.05.2002 Ne348.

5) «O munensupoBanuu...» ot 30.04.2002 Ne290, (pex. Ne64 ot 6.02.2003).

A taxxe Ykasbl [Ipesunenta PO, u psia 10o13aKOHHBIX aKTOB.

2 JIuneH3upoBaHue AesITeJIbHOCTH 10 3allUTe rocy1apCTBEHHOM TalfHbI

OO6111e HOpMBI, yCTAHABIMBAIOIIUE MOPSIA0K OpTaHU3AIMH U OCYIIECTBICHUS
ITOM AEATEIBHOCTH, COAEPKATCS B cTaThe 27 3akoHa «O rocyJapCTBEHHOW TATHEY.

OcHOBHBIE MTOJI0)KEHUI JaHHOM CTaThU:

— JIMIIEH3Us BBIAAETCSA TOJIBKO HAa OCHOBAaHUHU PE3YJbTATOB CHEIUATbHON
AKCHEPTU3bI (MPOBEPKU TOTOBHOCTU OpTaHM3alMM K padoOTe CO CBEACHHUSMH, CO-
CTaBJISIONIMMHU TOCYAAPCTBEHHYIO TalHY);

— B CTPYKTYp€ OpraHU3alMu JOJKHO OBITh MOJIpa3Ie/ICHUs O 3aIUuTe

— rocyaapctBeHHo# Tainbl (I'T) 1 cnenuanbHO MOJATOTOBJICHHBIE COTPY/-
HUKW;

— OpraHu3aIys I0JbKHA UMETh CepTU(DHUIIMPOBAHHbBIE CPEICTBA 3AIUTHI MH-

dbopmanuu;
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— HeoOXoAuMa TOCYIapCTBEHHAsl aTTecTalldsl PYKOBOAMUTENEH OpraHusa-
LMW, OTBETCTBEHHBIX 32 3aIUTY FOCY/IapCTBEHHBIX CEKPETOB.

ITocranoBnenuem IIpaBurensctBa PO Ne 333 yrBepxkaeno [lonoxenue o nu-
LEH3UPOBAHUU JIEATEIIbBHOCTH MPEANPUATHI, B KOTOPOM YCTaHOBIIEHO, YTO:

— JIMLEH3Us pa3pelIaeT OCYIIECTBICHNE KOHKPETHOTO BUIA AEATEIbHOCTH
B TEUCHUE YCTAHOBJICHHOTO CpOKa Ha Bcel Tepputopun PO, a Takxke B ydpexe-
HUsAX PO, Haxomsimuxcs 3a rpaHULeH;

— OpraHaMi, YIOJHOMOYEHHBIMH Ha BEACHHUE JUUEH3UOHHOMN JeATEIbHO-
CTH, SIBJISIIOTCSL:

1) TIlo gomycky MpeanpuaTHi K MPOBEJACHUIO Pa0dOT, CBSI3aHHBIX C UCIIONb-
30BaHUEM CBEJICHHI, COCTABIIAIOIIUX TOCYJapCTBEHHYIO TailHy, — DenepanbpHas
ciyx6a 6e3omacHoctu PO (OCB) u ee TeppuTopHalibHbIE OpraHbl (Ha TEPPUTOPUHU
P®), Cnyx6a BHemHel pa3senku PO (CBP) (3a pybexom).

2) Ha mpaBo mpoBezieHns: padOT, CBSI3aHHBIX C CO3JaHUEM CPEJICTB 3aIlUThI
uHpopmanuu — DenepanibHasg CIyxk0a TEXHUYECKOTO M HKCIOPTHOTO KOHTPOJIA
(®CT2K), ©CB.

3) Ha npaBo ocymiecTBIeHUsI MEPOTIPUATH U (MJTH) OKa3aHHs YCIyT B 00J1a-
CTH 3alMThI rocyaapcTBeHHoi TaitHbl — ®Ch, ®CTOK, CBP.

JlunenzupoBanue nearenbHoctu npeanpustuiit ®Chb, MO (MmuHHCTEpCcTBa
o6oponsl), CBP u ®CTIK 1o nonycky K mpoBeIeHUIO padOT, CBI3aHHBIX C UCIIOJIb-
30BAHMEM CBEACHMI, COCTABISIOIINX T'OCYAAPCTBEHHYIO TalHY, OCYLIECTBISAETCS
PYKOBOJUTEISIMU MUHUCTEPCTB U BEJOMCTB PMD, KOTOPHIM MOJYMHEHBI YKa3aHHbBIC
PEATPUSTHUS.

Cpox AeiCTBUS JUICH3UHU YCTAaHABIMBACTCA B 3aBUCUMOCTHU OT ClielU(PUKU
BU/JIA JESATEIBHOCTH, HO HE MOKET OBITh MEHee Tpex U Oonee nstu jaet. [Ipoanenue
CpOKa IeUCTBUS TULIEH3UU IPOU3BOJUTCA B IOPSIAKE, YCTAHOBIEHHOM JIJIS €€ TOJTy-

yeHus. Ha Ka)I()IBIﬁ BUO ACATCIBHOCTH BbIAACTCA OTACIIbHAA JIUIICH3UA.
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OcHoBaHMeM /I 0TKa3a B BbI1a4ye€ JIUILIEH3UH SBIISIETCS:

— HaJIWYHUE B IPEJCTABICHHBIX JOKYMEHTaX HEJIOCTOBEPHOU MM UCKaKEH-
HOM nH(pOpMaLny;

— OTpULATENFHOE 3aKIIOYEHUE IKCTIEPTU3HI;

— OTPHUOATCIIbHOC 3aKIOYCHHUC 110 pC3yJibTaTaM FOCYﬂapCTBeHHOﬁ aTTcCTa-

1005078
—  PYKOBOZIUTENISA NPEAIPUATHA.
CneunanbHble 3KCHEPTU3bl MNPEANPHUSATHI BBIMOIHAIOTCS IO CIETYIOMIUM
HAIPaBJICHUSM:

— PEXHUM CEKPETHOCTH;

— IPOTHBOJEHUCTBUE MHOCTPAHHOU TEXHUYECKON PA3BEIKE;

— 3ammTa UH(pOpPMAaLUU OT YTEUKH 110 TEXHUYECKUM KaHaJIaM.

Okcneptable komuccuu popmupyrorea npu ®Ch, ®CTIK u ux opranax Ha
MECTax M aTTeCTAllMOHHBIX LEHTPaX.

[IpuHUMIIBI TMLEH3UPOBAHNS

1) JlunensupoBanue B o0iacTu 3anuThl [T ABISCTCS 0053aTEIBHBIM.

2) JestenpHOCTH B 0OMactu 3 nuil, HE MPOIICIIINX JTUIICH3UPOBAHUE, 3a-
npeleHa (C NPUMEHEHHEM COOTBETCTBYIOIIUX CTATEH rPpaKAaHCKOTO U YTOJIOBHOTO
KOJIEKCOB K HAPYIIUTEIISIM).

3) JluneH3uu Ha IPABO AEATEIBLHOCTH B 001acTi 31 BBIIAIOTCS TOJIBKO FOPH-
JUYECKUM JIMIIaM HE3aBHUCHUMO OT OpPraHU3aIMOHHO - MpaBoBoil ¢opmbl (huszuye-
CKHE JIMLIAa HE B COCTOSIHUM Y/IOBJIETBOPUTH YKa3aHHBIM TPEOOBAHUSIM).

4) JluneH3uu BBIIAIOTCS TOJIBKO MPEIIPHUITHSIM, 3apPETUCTPUPOBAHHBIM HA
teppuTopur PO Ha OCHOBaHMM CHIENUATIBHON DKCIIEPTHU3bI 3asIBUTEIIS.

JUi mosTydeHus: JTULIEH3UH NPEANPUATHE 0053aHO MPEAbSIBUTH CIEAYIOLIHI
NepevyeHb TOKYMEHTOB!

— KOIHSI CBUJIETENIbCTBA O TOCYIAPCTBEHHON PErucTpaluy IpearnpusiTus;

— KOIIMM y4pCAUTCIIbHBIX JJOKYMCHTOB, 3aBCPCHHBIX HOTAPHUYCOM;
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— KONHUM JIOKYMEHTOB Ha IPAaBO COOCTBEHHOCTH WJIM apeH[bl UMYIIECTBA,
HEOOXOMMOTrO JUIsl BEICHUS 3asBJICHHON JESITEIbHOCTH;

— CHpaBKa HAJIOTOBOTO OPTaHa O MMOCTAaHOBKE HA YYET;

— IPEACTABIICHUE OPTraHOB roCy1apcTBeHHOM Biacth PD ¢ xomaraiicTBOM 0
BbIJA4Y€ JIULCH3NH;

— JIOKYMEHT, HOATBEPKIAIOIIMI OIUIATY PACCMOTPEHUS 3asBIICHUS.

IIpoBenenne 3KCIEepTU3Bl OCYLIECTBIIETCSA YKCIEPTHBIMU KOMHUCCUSIMU JIn-
LIEH3MOHHOIO LIEHTpa J100 aTTeCTallMOHHBIMU IieHTpamu. Hanpumep, kommepue-
CKOMY 0aHKy, IPETEHAYIOIIEMY Ha MOJyYECHHE JIMLIEH3UU Ha 3KCIUTyaTaluio Q-
POBAJIBHBIX CPEJCTB AJIA 3alIUThl KOHQUIACHUMATBHOU MH(DOpPMALUU NpPEIbsBIIS-
I0TCSl TpeOOBaHMUS 110:

— HaJUYMIO U COCTaBY HEOOXOJMMBIX alMapaTHO-IPOrPAMMHBIX CPEICTB U
TTOMEIICHU;

— pPa3MEIIECHUI0, OXpaHEe U CHEIHAIbHOMY OOOPYJOBaHHUIO NOMEUICHUH, B
KOTOPBIX

— HaxondATcs cpeacTBa Kpunrorpaduueckon 3U;

— o0ecrneveHuIo pekuMa U opsiiKa JoCcTyna K CpeIcTBaM Kpunrorpagpuyie-
ckoit 3U;

— 00ecrnedYeHnI0 HeOOXOAMMOM TEXHUUYECKONW M IKCILTYyaTallMOHHON JTOKY-
MEHTalLUEH;

— YPOBHIO KBaJU(UKALUU U MMOATOTOBICHHOCTH CIIELUATINCTOB B 00JIacTH
3aluThl ¥ SKcITyaTanuu AC;

—  peXHUMY SKCIUTyaTalliuu U XpaHEHUs CpecTB Kpuntorpapuueckoit 3U.

l'ocynapcTBeHHast arrecranusi pykoBoauTeneil oTBeTcTBeHHbIX 3a I'T. Oc-
HOBHAs LI€JIb TOCYJaPCTBEHHOM aTTECTAMU — ITOBBICUTh KOMIIETEHTHOCTh PYKOBO-
IUTeNe B 4acTh 00eCleueHrsl COXPaHHOCTH CBEIEHUM, COCTaBIAIONIMX ToCcyAap-

CTBEHHYIO TalHY.
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JIOKyMEHTOM, 10 OpraHU3alMKA FOCYJAPCTBEHHOM aTTeCTallui PyKOBOJUTE-
neu asisieTcss « MHCTpyKIus 0 OpsiAKE MPOBEICHUS TOCYAAPCTBEHHON aTTeCTallun
PYKOBOAMTEIIEH IPEAIIPUATUI, YUPEKIACHUN U OpraHn3aliil, OTBETCTBEHHBIX 3a 3a-
LIUTY CBEICHMI, COCTABIIOIINX FOCYJapCTBEHHYIO TaliHy», yTBepKaeHHas 1Ipen-
cenaresieM ['ocrexkomuccuu Poccun 17.10.1995 r.

["ocynapcTBeHHOE aTTECTOBaHHUE IIPOBOJAUTCS METOJOM COOECEI0BaHuUs aTTe-
CTAallMOHHOM KOMMCCHM C PYKOBOAMTENEM mpeanpusatusa. K arrectyemomy npenb-
ABJIAIOTCS CEAYIOLIME TPEOOBAHMUS.

J1OJDKEH 3HATh.

— 3aKOHOJaTeNbHbIe akThl PP 1o Bompocam 3amuThl IOCyAapCTBEHHOU
TalHBbI;

— HOpPMATHMBHBIE JOKYMEHTHI, yTBepxkzaaeMmble [IpaBurensctBoM PP 110
00EeCIIeUEHNIO 3alUThl CBEJICHUM, COCTABIIAIOINX FOCYAAPCTBEHHYIO TaliHY;

— HOPMATHBHO-METOAUYECKHE TOKYMEHTHI 110 PEKUMY CEKPETHOCTH, IIPO-
TUBOJICWCTBUIO MHOCTPAHHBIM TEXHUUECKUM pa3BeJIKaM U 3allluTe HHPOpPMAIUH OT
YTEUKHU M0 TEXHUYECKUM KaHanaM, yreepxkaaemoie @Cb u I'TK;

— MEpeYeHb NPOAYKLINU TPEANPUATHS, TOMIEKAILEH 3aIIUTE OT Pa3BEIOK,
OCHOBHBIE OXPaHAEMbIE CBEIACHU O IIPEANIPUATUN U BBIITYCKAEMOU ITPOAYKIUY;

— BO3MOJXKHbIE KaHaJbl YTEUKH MHPOPMAIIUHU IO BCEMY TEXHOJOTUYECKOMY
LUKITy pa3paOOTKH, U3TOTOBJIEHUS U UCTIBITAHUI NPOAYKIUU NPEIPUATHUS;

— JIEJIOBBIE U MOPAJIbHBIE KAUE€CTBA COTPYIHUKOB CTPYKTYPHOTO MOApa3Ie-
JICHUS NPEIIIPUATHS 110 3aLUTE FOCYAapCTBEHHON TalHBI.

JI0JKEH yMETh OpraHU30BBIBATH:

— pa3paboTKy MEPONPUATHUH IO 3AIIUTE CBEACHHUI O MPEANPUITHN U BBIITYC-
KaeMOM NPOMYKIIMH, COCTABJIAIOIIMNX ITOCYJAPCTBEHHYIO TalHY, U OLEHKY UX JI0-
CTaTOYHOCTH;

— MpOBEACHHE aHAIN3a BO3MOKHOCTEHN pa3Be/IK MO J0OBIBAHUIO CBEACHUI,

—  COCTaBJIAIOIIMX F'OCYIapCTBEHHYIO TalHY;
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— aTTECTOBaHUE padOUYUX MECT IO BCEMY TEXHOJOTMYECKOMY LIMKITY pa3pa-
OOTKH, MU3TOTOBJIEHUS U UCTIBITAHUS POLYKIIUY;

—  KOMIUIEKCHBI KOHTPOJIb BBIIIOJIHEHHS] IPUHUMAEMBIX MEp IO 3aIlUTe
CBEJICHUH, COCTABIIOIINX FOCYAapCTBEHHYIO TAlHY.

BBITE 03HAaKOMJICHHBIM:

— CTOCYIAapCTBEHHOM CUCTEMOM JIMLIEH3UPOBAHHUS IESITENBHOCTH IPEATIPH-
ATUHN, YUPEXKICHUN U OpraHu3alui 110 NPOBEACHUIO pabOT, CBSI3aHHBIX C UCIOJIb30-
BaHHMEM CBEICHHUM, COCTABIIOIINX FOCYAAapCTBEHHYIO TallHy, CO3/IaHUEM CPEICTB
3alMThl HHPOPMALIUU, & TAKKE C OCYIIECTBICHHUEM MEPONPUATHI U (WIU) OKa3a-
HUEM YCIIYT I10 3aIUTE TOCYAApCTBEHHON TalHblI,

— € BO3MOXHOCTSMH MHOCTPAHHBIX Pa3BEJOK 10 JOOBIBAHUIO CBEJIEHUH, CO-
CTaBIIIOIIMX TOCYAApPCTBEHHYIO TAHY;

— € METOJUMKAMM KOHTPOJS BBIIOJHEHHS HOPM IPOTHBOJIEHUCTBUS HHO-
CTPAaHHBIM TEXHUYECKUM PA3BEIKAM.

OT rocyaapcTBEHHOU aTTeCTallUd OCBOOOKIAIOTCA PYKOBOAUTENN MPEAIPHU-
ATUN, OKOHYMBILIKE YUeOHbIE 3aBEICHUS, TOTOBAIIUE CIIEHUAINCTOB 10 CIIELNab-
HOCTSIM 3aIllUThl HH(OPMaLIUK.

3 CepTuduxanusi cpeacTB 3alIUTHI HHpopMauu

HanumonanwHeiii opran no ceprudukanuu omnpenensercs lIpaButenbcTBom
P®. B nacrosiiiee Bpems 3Tu PyHKIMU BINONHAET DefepanbHOE areHTCTBO MO TeX-
HAYECKOMY PETYJIMPOBAHUIO U METPOJIOTHH.

CepTudukanusi CpeacTB 3alIUThl HHPOPMAIUH, MIPEX]IE BCEro, Moapasyme-
BaeT MPOBEPKY UX KAUECTBEHHBIX XapaKTEPUCTUK AJI peaM3allii OCHOBHOU (hyHK-
UM — 3aIIUTHl HH(GOPMaIlMU Ha OCHOBAHUM IOCYJapCTBEHHBIX CTAHAApTOB U Tpe-

OoBaHMi1 10 6€30MaCHOCTH UH(POPMALIUH.
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OO6mue mpuHIUIBL cepTUUKauu cpeacts 3amuthl ['T onpeneneHsl HOp-
Mamu ctathil 28 3akoHa «O rocyIapCTBEHHOM TaifHEe» - CpPEeICTBa 3alUThl HHGOP-
Malliy JIOJKHBI UMETh CEPTU(PUKAT, YAOCTOBEPSIONINIA UX COOTBETCTBHE TpeOOBa-
HUSIM 10 3alIUTE CBEACHUIN COOTBETCTBYIOIIEH CTEIIEHU CEKPETHOCTH.

Opranuzanus cepTuGUKAIUA CPEACTB 3aITUTHI HH()OPMAITUU BO3JIaraeTcs Ha
OCTIK, ®Ch u MO B cooTBeTCcTBUM € (PYHKIIUSIMHU, BO3JI0’KEHHBIMU HA HUX 3aKO-
HomarenbcTBOM P®. Ceprudukaiiys ocymecTBIsseTcs HA OCHOBaHUH TPEOOBaHUI
rOCyJIapCTBEHHBIX CTaHAAPTOB P® M MHBIX HOPMATUBHBIX IOKYMEHTOB, YTBEPK/1a-
embix [IpaBurensctBoM PO. [Tonoxkenue o cepTudukanuu CpeacTB 3aluThl HHPOP-
MallMM, YTBEPKICHO mmoctaHoBiieHneM lIpasurensctBa PO ot 25.06.95 1. Ne 608.
D10 nonoxeHue 3apeructpupoBano ['occrangaprom Poccun B ['ocynapcTBeHHOM
peectpe 20 mapta 1995 r. (CeuaetrennsctBo Ne POCC RU. 0001. 015100).

[TpuHIMIBI cepTUPUKAIUU:

1) Ceprudukanus usnenuii, odecreunBaronux 3amuty ['T, sBisercs 00s-
3aTEJbHOM.

2) O0s513aTeILHOCTH MCIIOJIb30BAHUS KPUIITOrPahUICCKUX aTOPUTMOB, SIB-
JSFOIINXCS] CTaHJAPTaMU.

3) Ilpunsathe Ha cepTU(UKALIMIO U3ICTUI TOJLKO OT 3asSBUTENICH, HMCIOIIINX
JULEH3UIO.

B cooTBeTCcTBUY C BBIIIEHA3BAHHBIMU JIOKYMEHTaMU, TOCYAaPCTBEHHBIM Op-
raHu3alusIM U TPEANpUSTUIM 3alPEIICHO UCTIOIb30BaHUE B UHPOPMAITMOHHBIX CH-
cTemMax mu@poBaIbHBIX CPEICTB, HE UMEIOIINX CEPTU(UKATA.

Kpome sToro B 06s1actt HHOOPMAIIMOHHBIX TEXHOJIOTHUM IEHUCTBYIOT CUCTEMBbI
nobOpoBosibHOM cepTtudukanun OankoBckux TexHonoruit (MEKAC) u cpencts

CBi3H.
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[Topsinok cepruduxanuu:

1) B IlenTpanbHbIi OpraH 1Mo cCepTH(HUKAINHN [TOIACTCS 3asBICHUE U TTOTHBIN
KOMILUIEKT TEXHUYECKOU TOKYMEHTAIUU.

2) LleHTpanbHbI OpraH Ha3HAYaCT UCHBITATEIBHBIN HEHTP (Ja00paTOPHIO)
JUJISl TPOBEJICHUS UCTIBITAHUSI.

3) HcmbiTaHuss TPOBOIATCS HA OCHOBAHMU XO3SIMCTBEHHOI'O JIOTOBOpPA
MEK]y 3asIBUTEIIEM U UCTIBITATEIIbHBIM IIECHTPOM.

4) Ceptudukarus (IKCIepTH3a MaTCPUAIOB U IMIOATOTOBKA TJOKYMEHTOB JIJIS
BbIJIauM) ocyliecTBisieTcs: LleHTpanbHbIM OpraHom.

Ceptudukar BbIAa€TCS HAa CPOK J0 S5 JIET.

4 JInuen3upoBaHue U cepTUUKaINUA B 00J1aCTH 32U THI KOH(PUIEHIH-
aJ1bHOU UHGopMaALHU

JIuueH3upoBaHue AeATEILHOCTH B 00JIaCTH 3aIlIUThl KOHPUICHIIUATIBHOU UH-
dbopmanuu ocHoBaHO Ha 3akoHe PD «O nuiieH3UpOBaHUM OTACIBbHBIX BUIOB JEs-
tenpHOCTU» OT 8 aBrycta 2001 1. No 128-D3 (pen. ot 11 mapta 2003 r. Ne 32-D3).

JlelicTBUE JAHHOTO 3aKOHA HE PACIPOCTPAHIETCS Ha CIEAYIOLINE BUIbI 1€s-
TEJIbHOCTH,

cBs3aHHbIE ¢ 3U:

—  JEeATENIbHOCTD, CBSI3aHHAS C 3a1{MTOM rOCYAapCTBEHHOW TAHBI;

— JIeATeIHbHOCTh B 00JACTH CBSI3H;

— HCIOJb30BaHUE PE3YJIHTATOB UHTEIUIEKTYAJIbHON JAESTEIbHOCTH.

B cootBercTtBuM ¢ Hactosimum DenepaibHbIM 3aKOHOM JIMIIEH3UPOBAHUIO
MOJIJIeXKAT CIICYIOIINE BUBI esATeIbHOCTH B 00nactu 3U:

— pa3paboTka, MPOU3BOACTBO, PACHPOCTPAHEHUE, TEXHUUYECKOE OOCITYKH-
BaHHUE U TIPEJOCTaBIECHUE YCIYyTr B 00jacTu mudpoBaHus uHpopmanuu; mudppo-
BaJIbHBIX (KpUNITOTpadUUuECKUX) CPEJCTB, 3AITUIICHHBIX C UCIIOIh30BaHUEM ITU(-
POBANBHBIX (KpUNITOTpadUUECKHX) CPEACTB MH(DOPMAIMOHHBIX CUCTEM, TEIEKOM-

MYHHUKAIIMOHHBIX CUCTCM;
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— JESTENBHOCTbH IO Bblaue CEPTU(PUKATOB KIHOUEH AIMEKTPOHHBIX LUDPO-
BBIX ITOJITHCEMH,

—  PETUCTpALMU BIAACIBIEB SJICKTPOHHBIX IU(PPOBBIX MOAMUCEH, OKa3aHUIO
YCIIYT, CBSI3aHHBIX C UCIIOJIb30BAHUEM DJIEKTPOHHBIX LHU(POBBIX MOANUCEH, U MOJ-
TBEP>KJICHUIO MOJJIMHHOCTH 3JIEKTPOHHBIX LIU(PPOBBIX MOIIUCEH;

— JIeATEIBHOCTb 110 BBISBJICHUIO 3JIEKTPOHHBIX YCTPOUCTB, MpEAHA3HAYECH-
HBIX JUIS

— HErJacHOoro MOJy4eHHs] MH(POpMAIMH, B MOMEUICHUSIX U TEXHUUYECKHUX
CpelICTBAX (3a UCKIIFOUEHUEM CIlydasi, €M yKa3aHHas JesTeIbHOCTh OCYUIECTBIIS-
eTcst Juisl o0ecrieyeHus: COOCTBEHHBIX HYXJ OPUAMYECKOro JIMIA WIA UHIUBHUIY-
aJIbHOTO IPEAIPUHUMATENS);

— JIeATEIBHOCTh MO pa3paboTke U (W) MPOU3BOACTBY CPEICTB 3aLUTHI
KOH(HIeHIIMATbHON MH(OpMAIIH;

— JICSATENBbHOCTh MO TEXHUYECKOM 3alliuTe KOH(UIEHIMaIbHON MHpOopMa-
UM,

— pa3paboTka, MPOU3BOJCTBO, peaau3alns U NpuoOpeTeHUe B LENSIX MPo-
JaXH

—  CIEUHAIBHBIX TEXHUYECKUX CPEICTB, IPEIHA3HAYECHHBIX ISl HETJIaCHOT'O
NOJIy4eHUs] UHPOpMaluy, UHAUBUAYAJIbHBIMU MPEANPUHUMATENIAMA U FOpUAAYE-
CKHMH JIMLIAMHU, OCYLIECTBIISIOIUMH TPEANPUHAMATENBCKYIO 1€ATEIBHOCTb.

Cpok AeicTBUsS TMLIEH3UH HE MOKET ObITh MEHEE UeM IATH JIET U MOXKET ObITh
MPOJIJIEH MO 3asIBJICHUIO JUIEH3MUATA.

[Iponnenue cpoka IEUCTBHUS JIMIIEH3UM OCYLIECTBISETCA B MOPSAAKE Iepe-
oopMIIeHUSI JOKYMEHTA, MOATBEPKIAI0IIET0 HATMYKUE JINLIEH3UU.

B cucremy ceprudukanui MOTyT BXOJIWUTh OpPraHU3allMM HE3aBUCUMO OT
dhopM COOCTBEHHOCTH, a TaK)Ke OOIIECTBEHHBIC 00bEIMHCHUS.

[Tocranosnenue [IpaButensctBa PO ot 23.04.96 Ne 509 ycranaBiuBaer mo-

psAnoK cepTudukauy cpencTs 3amuTthl nHGopmanuu B PO u ee yupexxneHusx 3a
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pyOexkoM. DTO TeXHUUYECKHE, KpunTorpadhuyeckue, IporpaMMHbIe U Jpyrue cpea-
CTBA, IPEIHA3HAYEHHBIE JUIsl 3aIUTHI CBEACHHI, COCTABISIOIINX FOCYJaPCTBEHHYIO
TallHy, CpEJICTBA, B KOTOPBIX OHM PEaTU30BaHBI, a TAKXKE CPEJCTBA KOHTPOJIS (-
(GEeKTUBHOCTH 3alIUTHI HH(OpMAIUH.

Cucremsl cepruduxarmu cozpatorcs @CTIK, ®Ch, MunucrepctBom 060-
ponsl u CBP.

Cucrema cepTH(pHUKAIUU CPEACTB 3alUTh HHpopManuu B PO ocymiecTBiis-
eTcst o TpeboBaHuAM Oe3onacHoCTH nHpopmarmu, onpeaeneHabiM DCTIOK.

[Tonoxenue o cepTUPUKALUU CPEACTB 3alIUTHl MHPOPMALIMK IO TpeboBa-
HUsAM Oe30MacHOCTH MH(pOpMaIMi BEAEHO B JelcTBUe mpuka3zoMm [lpencenarens
['ocrexxkomuccuu Poccun ot 27 oktsa6ps 1995 r. Ne 199. B cootBeTcTBUU C KOTO-
pBIM 0053aTEIbHON CEPTU(PHUKALMU MOAJIEKAT CPEACTBA, B TOM YHUCIE MHOCTPaH-
HOT'O MPOU3BOJICTBA, TPEIHAZHAUEHHBIE U1 3aIlUThl HHPOPMALIMH, COCTABISIOIIEH
rOCy/IapCTBEHHYIO TaliHy, U APYroil MHPOpMaUU C OTPAHUYEHHBIM JOCTYIIOM, a
TaK)K€ CPEACTBA, UCIOJIb3YIOLIMECS B YIPABICHUH SKOJOTHYECKH ONACHBIMU 00b-
eKkTaMu. B ocTanbHbBIX ciydasx cepTuduKainus HOCUT JOOPOBOJIBHBIN XapakTep
(oOpoBobHAS CEPTU(PUKALINS) U OCYIIECTBIIACTCS MO0 UHUIIMATUBE Pa3pabOTIHKa,
W3rOTOBUTEIIS UM IOTPEOUTEINSI CPEACTBA 3aIUTHI HHPOPMALIUU.

CepTu(HKaIMOHHbIE WCIBITAHUSA CPEJCTB 3alllUThl B paMKaxX JaHHOHN cu-
CTEMBbI cepTU(UKAIMN MPEeTyCMaTPUBAIOT KOMILJIEKC MEPONPUATHI MO MPOBEPKE
COOTBETCTBHUS ATUX CPEACTB (hOopMaTbHBIM 0a30BBIM TPEOOBAHUSIM 10 0OECIICUECHUIO

6e3omacHoCTH MH(POPMAIUH, U3TI0KEHHBIM B HOpMAaTUBHBIX JokyMeHTax OCTOK.
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Tema 1.5 IlpaBoBasi oxpaHa pe3y/JibTATOB HHTE/JIEKTYAJIbLHOM JAesATe/b-
HOCTH

1 O0beKThl HHTEJVIEKTYAJIbHONH COOCTBEHHOCTH

Pe3ynbTaToM MHTEIUIEKTYalbHOM JeATEIbHOCTH SBISETCS MHPOPMALIUOHHBIH
MIPOYKT, KOTOPBIA MIPEACTABIISICTCS HA PHIHKE B BUJIE MH(GOPMAIIMOHHBIX TOBAPOB U
YCIIYT.

BriepBrie ke TOHATHE «HWHTEIUIEKTyallbHAsE COOCTBEHHOCTHY MPO3BYYAIO Y
Hac B 1990 roay B Tekcte 3akoHa «O cobctBeHHOCTH B PCDOCP.

3akoHOJATEIbHBIMU akTaMu P® periiamMeHTHpyeTcsi MpaBo COOCTBEHHOCTU
Ha nH(pOpMaIHIO, TOJYYEHHYIO IOPUINYECKUMU U (PU3NYECKUMU JTUIIAMU B PE3YJIb-
TaTe UHTEJUIEKTYaIbHOM JEATEIbHOCTH. DTO UCKIIOUYNUTEIBHOE MPABO MPEACTABIISAET
co00# MHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

OrnpeneneHue «UHTEUICKTyalbHass COOCTBEHHOCTH» JaHO B KoHBeHIuW,
yupexpaaronieii BceMupHyro opraHuzalyi0 HMHTEIUIEKTyaJIbHOW COOCTBEHHOCTHU
(BOUC), npunsitoit Ha CToKronsMckoit koHdepenuuu B 1967 roay u patudunupo-
BaHHOH B 1968 rogy CCCP. B poccuiickoM 3aKOHOJATEILCTBE BOMPOCHI 3AIUTHI
NC paccmoTpensl B 1-ii u 2-1 yactsax 'K PO.

NurennexryanbHas coocTBeHHOCTH (I'K wacTs 1, ¢1.138) — nckimounrtensHoe
MPaBO TrpaxkJaHWHA WIM IOPUIMYECKOTO JIUIla Ha Pe3yJIbTaThl MHTEIJICKTYadIbHON
JEATEIbHOCTH W MPUPABHEHHBIE K HUM CPEACTBA MHIUBUAYAJIU3AlUU FOPUIUYE-
CKOTO JIMIa, WHIUBUAYAIU3alUUA TMPOAYKIIMH, BBITOJIHEHHBIX Pa0OT WU YCIyT
(pupmeHHOE HaMEHOBaHWE, TOBAPHBIN 3HAK U T.1.). Mcnons30BaHue pe3yinbTaToB
WHTEJJIEKTYalIbHOW JIEATEIIbBHOCTH U CPEICTB MHIMBUAYaIU3alluU, KOTOPBIC SIBIIS-
I0TCSI OOBEKTOM HUCKIIFOUUTEIBHBIX MPAB, MOXET OCYIIECTBISITECA TPETHUMH JIH-
1IaMH TOJIBKO C COTJIacUs MpaBooOIaaaTes.

Yrtounenus nansl B 4-it yactu 'K P®, npunsitoit 18.12.2006 r. Ne 230.
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Pe3ynbraTaMu MHTEJUIEKTYalbHOM JESITENIbHOCTH U MPUPABHEHHBIMU K HUM
CpeICTBaMH MHANBUIYATU3AINH IOPUINICCKUX JIUII, TOBAPOB, paOOT, yCIYT U TIPEI-
NPUSATUH, KOTOPHIM MPEIOCTABIISECTCS MPaBOBasi oxpaHa (MHTEIIEKTyalbHOU COO-
CTBEHHOCTHIO), SIBIISIIOTCSI:

— TPOW3BEIICHUS HAYKH, TUTEPATYPHl U UCKYCCTBA;

— MpOrpamMMBbI JJisl SJIEKTPOHHBIX BEIYMCIUTENBHBIX MalinH (OBM);

— 0a3bl JaHHBIX;

—  HCIOJHEHHUS;

— (oHOrpaMMBIL;

— coobuieHue B 2Gup WIK M0 Kabeao paauo- Wi Telenepenad (BenaHue
opraHu3ainui 3pUpHOro Wik KabeILHOTO BEIIaHus );

—  HU300peTeHUS;

— TOJIE3HBIE MOJIENH;

— MPOMBILUICHHbIE 00pa3IIbl;

—  CEJICKIIMOHHBIC TOCTHKCHHUS;

—  TONOJIOTMH UHTETPAIBHBIX MUKPOCXEM;

— CEKpeThl IPOU3BOJCTBA (HOY-XAy);

— (upMeHHBIC HANMEHOBAHUS,

— TOBapHBIC 3HAKU W 3HAKU O0CTY>KUBAHUS;

— HaWMEHOBAHMSI MECT IMPOUCXOKIACHHUSI TOBAPOB;

— KOMMepYecKre 0003HaAUCHHUSI.

Ha pe3ynbpTaThl HHTEIIEKTYIbHON NEATETLHOCTH U MPUPABHEHHBIE K HUM
CpeIICTBa WHIWBHUIyaIH3aIluu (pe3yabTaThl WHTCIUICKTYaJIbHON NESTEIbHOCTH |
CpelICTBa MHAMBUAYAIU3allMK) MPU3HAIOTCS HMHTEIUICKTyaJIbHBIEC MpaBa, KOTOPHIE
BKJTFOYAIOT MCKJIIOYUTEIBHOE TIPABO, SIBIISIONICECS WMYIIECTBEHHBIM MPAaBOM, a B
ClIyJasx, MPeayCMOTPEHHBIX HacToAmuM KojaekcoM, Takke JIMYHBIC HEUMYIIe-

CTBEHHBIE IpaBa U UHBIE MpaBa (IIpaBo CJeI0BaHUs, IPABO JOCTYIA U IPYTHE).
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CymiecTByeT Tpu OOLIENIPU3HAHHBIE B MUPE MPaBOBbIEe (POPMBI 3AIIUTHI UH-
TEJUIEKTYaJIbHOM COOCTBEHHOCTHU: aBTOPCKOE MPABO, MATEHTHOE MPABO, U CEKPETHI
IIPOU3BO/ICTBA.

ABTOpCKOE MpaBo — opma MPaBOBOM 3aITUTHI B OTHOIICHUH JINTEPATYPHBIX,
XYJI0KECTBEHHBIX U HAYYHBIX MPOU3BEICHUMN.

[TatenTHOE MpaBo — hopMa MPABOBOM 3aIUTHI B OTHOIIEHUH U300PETEHUI BO
BCEX 00JIACTSAX YEJIOBEUECKOU NEeATeTbHOCTH.

CekpeTsl Mpou3BoJICTBA (HOY-Xay) — popmMa MpaBOBOM 3aIIUTHI JIOOBIX TO-
JIE3HBIX CBEJIEHUs (MMPOU3BOJCTBEHHBIX, TEXHUYECKUX, SKOHOMUYECKUX, OpraHu3a-
LUOHHBIX U IPYTHUX).

Hcropuueckas cripaBka:

1) TlepBbrii 3aK0oH 00 aBTOPCKOM TipaBe ObLT PUHAT B AHMK B 1710 roxy.
OxpaHa JIMYHBIX MPAB AAaBAIACH HA 14 JeT ¢ mpojyeHrem ene Ha 14 ner.

2) TlepBbIM MaTeHTHBIM 3aKOHOM ObLIa [leknapanus Benennanckoii pecmy0-
muku B 1474r. U3o06perarens nonyyan npuswieruto (nmarent) Ha 10 net. B Poccun
BblJjaya mpuBUiIeruil Hadanach ¢ 1748r. O6mmit 3akoH «O NPUBUIIETHUSX...» TIO-
aBuics B 1812 r.

B P® no HemaBHero BpeMeHH AECHCTBOBAIN CIEAYIOIINE 3aKOHOJIATEIIbHBIE
aKThl, 3alIUIIAIONINE MpaBa rpa)xaaH U IOPUAUYECKHUX JIUI[ HA PE3YyJbTaThl CBOEH
WHTEJJIEKTYaJIbHOU JEATEIbHOCTH:

1) 3akon P® «OO6 aBTOpCKOM TpaBe W CMEXKHBIX MpaBax», oT 9.07.93r.
No5351-1 (penakiust ot 20.07.04r. No72).

2) 3axoH P® «IlarentHsiit 3akoH PDy», ot 23.09.92r. Ne 3517-1.

3) 3akon P® «O npaBoBoii oxpane nporpamm st IBM u 6a3 qaHHBIX», OT
23.09.92r. Ne3523-1.

4) 3akoH P® «O mpaBoBoit OXpaHe TOMOJIOTHI HHTETPAIIBHBIX MUKPOCXEM),
oT 23.09.92r. Ne3526-1.

5) 3akon P® «O ToBapHbBIX 3HaKaX, 3HaKax 00CITy)KHBaHUS 1 HANMEHOBAHHUH

MECT MPOUCXOXKACHUS TOBApOBY», 0T 23.09.92r. Ne 3520-1.
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6) 3akoH P® «O KOHKYPEHIIMU M OTPAaHMYCHHHM MOHOIOJIHMCTUYCCKOM Jes-
TEJILHOCTH Ha TOBAPHBIX phIHKax», OT 22.03.911. Ne948-1. (Pexn. ot 9 oxtsa6ps 2002
r Nol122-®3).

7) 3akoH P® «O 3amute KOHKypeHIIn», oT 26.07.2006r. N135-D3,

[Tocne Bctymnenus B cuity ¢ 1 suBapst 2008 . 4-ii yactu I 'paxaaHckoro ko-
nekca PO, koTopas mocBslieHa HOPMUPOBAHUIO MPaB Ha PE3yJIbTaThl MHTEIUICKTY-
aJIbHOM COOCTBEHHOCTH, TIOTEPSUIO CUITy OOJBIIMHCTBO YKa3aHHBIX BBIIIE 3aKOHOB
P®, xacarommxcs 3ammutel C.

3aKII0YEHBI CIEAYIONINEe MEXIYHAPOIHbIE KOHBEHIIMM U COTJIAIICHHUS, CBS-
3aHHBIE C OXPAHOW MHTEJUIEKTYyaJIbHOU COOCTBEHHOCTH:

1) KoHBeHIHMs MO OXpaHe MPOMBIIUICHHOW cOOCTBeHHOCTH OT 20 MapTta
1883r. (penakuust ot 2 okts10pst 1979r.), 3akmouennas B [Tapuxke.

2) KoHBeHIHS 1O OXpaHe JUTEPATypHBIX M XyJI0KECTBCHHBIX MPOM3BEIC-
Hul oT 9 cenTsOpst 1886r., 3akmtoueHHas B bepue (mocnenusisa pepakiusa 1971r.).

3) KoHBeHIMsI 0 MEXIyHAPOIHOW perucrpanuu (paOpHyHBIX U TOBAaPHBIX
3HaKOoB OT 14 anpens 1891r. (penakius ot 2 okTs16psa 1979r.), 3axntouenHas B Maj-
puze.

4) Bcemupnas (JKeHeBckasi) KOHBEHIUS 00 aBTOPCKOM IpaBe OT 6 OKTAOps
1952r., 3akmoueHHas B JKeHese.

5) KoHBeHIMS M0 OXpaHe HHTEPECOB MPOU3BOIUTENCH (POHOIPAMM OT He3a-
KOHHOTO BOoCcHpou3BeieHus: poHorpaMm oT 29 okTsa0ps 1971r., 3akntoueHHast B XKe-
HEBE.

6) KouBeHums, yupekaaromas BCEMUPHYIO OpPraHU3aIMI0 HHTEIUICKTYalb-
HOM coOcTBeHHOCTH OT 14 utonst 1967T. (penakius 2 oktsiOpst 1979r.), 3akmoueHHas
B CTOKTOJIbME.

7) Bproccenbckas KOHBEHIIMS O PACIPOCTPAHCHHUE HECYIIUX CUTHAJIOB, Tie-
penaBaeMbIX Yepe3 CIyTHHUKM oT 21 mas 1974r.

8) EBpaswuiickas mateHTHas KOHBeHIUSA 1994 1.
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9) Taarckoe corjamieHue M0 MEXAYHAPOIHOMY JICTTOHUPOBAHUIO TIPOMBIIII-
JeHHBIX 00pa3noB ot 28 HostOps 1960r. (penakius ot 2 okTa0ps 1979r.).

10) MexayHapoaHasi KOHBEHIIMS 00 OXpaHe UHTEPECOB UCTIOJIHUTEIICH, TPO-
u3BoJIUTENEH (DOHOTpaMM U BEIIATENbHBIX OpraHU3allui, 3aKIt04eHHOol B Pume 26
okTA0ps 1961r. («PuMCKast KOHBEHITUSY ).

2 IIpaBoBbIe HOPMBI 3AIIUTHI HHTEJLUIEKTYAJbHOI COOCTBEHHOCTH

2.1 IlpaBoBasi oXpaHa aBTOPCKUX M CMEKHbIX MPaB

3aKOH peryaupyer OTHOLIEHUS, BO3ZHUKAIOIIUE MPU CO3JaHUU U UCIIOIb30Ba-
HUU TPOU3BEACHUIN HayKH, JUTEPATypbl U UCKYCcCTBa (aBTOPCKOE IMpaBo), GoHO-
rpaMM HCIIOJIHUTENEH, TOCTAHOBOK, MEpeaad opraHu3anuii 3QpUpHO UM Kabeb-
HOTO BeIIaHus (CMEKHBIE IIpaBa).

ABTOpCKOE TpaBO pacHpoCTpaHseTCss Kak Ha OOHApOJOBAaHHBIC, TaK U Ha
HEOOHAPOI0BAaHHBIC MPOU3BEACHUS, CYIIECTBYIONIUE B KaKOU-THMOO OOBEKTUBHOU
dbopwme:

— MHCHbMEHHOM;

— YCTHOU (BBICTYILJICHUE, UCTIOJTHEHUE U T.11.);

— 3BYKO- WJIM BHJIEO3AIUCH;

—  HU300pakeHus (PUCYHOK, YePTEXK, Tele-, GOTOKaIp U T.1.);

— 00BEMHO-TIPOCTPAHCTBEHHOM (CKYJIBITYpa, MaKeT U T.1.);

— B JIpyrux ¢opmax.

K o0bekTaM aBTOPCKUX MpaB TaKkKe OTHOCATCS porpammsl st 9BM, koto-
pbI€ OXPAHAIOTCS KaK JINTEPATypPHbIE POU3BEACHHUS.

ABTOp — (UBHYECKOE JHI0, TBOPUYECKUM TPYJOM KOTOPOTO CO3AaHO MPOMU3-
BEJICHUE.

ABTOpCKOE MpaBO HE PACIPOCTPAHAETCS HA WUJEU, METObI, MPOIECCHI, CH-

CTEMBI, KOHIICTIIIUH, TIPUHITUIIBI, OTKPBITHS, (DaKThI.
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He siBnsitoTCcst 00BE€KTaMK aBTOPCKOTO MpaBa:

— odunuambHbIe TOKYMEHTHI (3aKOHBI, CyICOHBIC PEIICHUS U T.11.);

— TOCYIapCTBEHHBIE CUMBOJIbI U 3HaKH ((aaru, repObl, Op/IeHA U T.11.);

— MPOU3BEJICHUS HAPOJIHOTO TBOPUECTBA,

—  COOOIIEHUS 0 COOBITHAX U (PaKTax, UMErole HHPOPMAIITMOHHBIN Xapak-
Tep.

ABTOpCKOE MpaBo HA MPOU3BEACHUE BOSHUKAET B CHIIy (haKTa ero CO3/aHusl.
J171s1 BOBHUKHOBEHHMS M OCYIIECTBJICHHS aBTOPCKOTO MpaBa He TpeOyeTcs perucTpa-
IUU IPOU3BEICHUS WU COOIIOIEHNUS, KaKUX — JIM00 (POpPMaJIbHOCTEH.

B otHomenuu nporpamm it 9BM u 6a3 JaHHBIX BO3MOXKHA PETUCTpaLu,
OCYUIECTBIIsIEMAs 10 KETAHUIO MPAaBO0OIaAaTeNsl B COOTBETCTBUU C PABUIIAMU CTa-
ThH 1262 Hactosmero Koaekca.

OO6nanarens UCKIIOYUTENIBHBIX aBTOPCKUX IPaB JJIs OMOBELIEHUS O CBOMX
IpaBax BIIPaBE MCHOJIb30BATh 3HAK OXPaHbl aBTOPCKOTO MpaBa, KOTOPBIA MOMeEIa-
€TCSl Ha KaXJO0M dK3EMIUIIPE MPOU3BENCHHS U COCTOUT U3 TPEX JJIEMEHTOB:

— JaTUHCKOHM OYKBBI «C» B OKPYKHOCTH;

— UWMEHH (HAaMMEHOBaHU) 00J1aaTeNsl HCKIIOYUTENbHbBIX MPaB;

— TOJa MepBOro OnyOIMKOBaHUS MPOU3BEICHMUS.

[Ipy omyOGnMKOBaHMM TPOU3BENEHUS AHOHMMHO WJIM IOJ ICEBJOHUMOM
MPEICTaBUTENIEM aBTOPA B COOTBETCTBHM C JAHHBIM 3aKOHOM SIBJIISIETCS M3/1ATEb,
KOTOPBIM UMEET IPABO 3aIMIIaTh [IPaBa aBTOPA 0K aBTOP HE PACKPOET CBOKO JINY-
HOCTb.

[Ipu coaBTOpCTBE (IPOU3BENCHUE CO3AaHO JIBYMsI U OoJiee JIMIaMH), aBTOp-
CKOE IpaBO MPUHAJICKUT COABTOPAaM COBMECTHO, HE3aBUCUMO OT XapakTepa H
CTPYKTYpPbI MPOU3BEACHUS (HEPA3pPBIBHOE 1I€JI0€ MJIM UMEET OTACNIbHbIE CAMOCTOS-

TEJIbHBIE YACTH).
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Ecnu nmpousBeneHne co3aaHo B MOPSAKE BHIMOIHEHUS CITYy>KEOHbBIX 00s13aHHO-
cTel, (ciykeOHOe MPOU3BEJCHUE) TO aBTOPCKOE MPABO HA HEr0 MPUHAIJIC)KUT aB-
TOPY CIy>KeOHOTO MPOU3BEICHHUS, @ UCKIIIOUUTEIbHBIC ITPaBa Ha €ro UCIIOJIb30BaAHUS
— paboTojaresto.

ABTOpCKOE BO3HArPAXKJIECHUE TIPU 3TOM OIPEACIISIETCS IOTOBOPOM MEKY aB-
TOPOM U paboTOaTENIEM.

ABTOpPY B OTHOILIEHHH €T0 MPOU3BEICHUN MPUHAIIEKAT JIUUYHbIC HEUMYIIIE-
CTBEHHBIE TpaBa (IpaBo MPU3HABATLCS aBTOPOM, IIPAaBO OOHAPOAOBAThH WUJIM pa3pe-
maTh 0OHApPOJOBaTh NPOU3BEACHUS, IPABO HA 3aIUTy MPOU3BEIECHUSA OT HCKaXe-
HUS U JIp. TIOCATATEIbCTB) U UCKIIOYUTEIbHBIC UMYIIIECTBEHHBIC MpaBa (IIpaBo Ha
WCIIOJIb30BaHUE — BOCIPOM3BOJIUTH, MMOKA3bIBaTh, UCIIOIHATH, PACIPOCTPAHATh U
T.J.).

ABTOpCKOE IIPaBO IEUCTBYET B TEUEHUE BCEU KU3HU aBTOpa M 70 JeT mocue
€ro CMEpTH.

B cdepe aBTOopckoro mpasa 1o 70-x rogoB npouuioro Beka B Poccun cpok
JIEVCTBHS UCKIIFOUUTEIBHBIX MIPaB COCTaBIsLI 15 neT mocie cMept aBTopa, ¢ 1973
r. OBUI yBEJHYEH JI0 25 JIeT.

B 1991 r. B «OcHoBax rpaxaaHckoro 3akoHojarenbctsa Coroza CCP» cpok
JEWCTBUS aBTOPCKUX MpaB cocTaBui S0 JerT.

B 2004 r. Oputn ipuHATH TIONIPaBKU K 3akoHy PD «O6 aBTOpCcKOM TpaBe u
CMEXHBIX IpaBax» re JACHCTBUE aBTOPCKOTO MpaBa YCTAHOBIIEHO C YYETOM JIEW-
CTBYIOILIMX MEXIYyHApOJHBIX HOPM B TE€UECHHE BCEH ku3HU aBTOopa U 70 JeT nociue
€ro CMEpTH.

[TonpaBku, BcrynuBiuue B cuiy ¢ 1 centsiops 2006 r., 03Ha4aro0T, 4TO pazMme-
IICHHBIC B CETH, HAIPUMEP, TEKCTHI KHUT WM MY3bIKaJIbHBIC (pailiibl B hopmaTe mp3
OXPaHSIOTCS aBTOPCKUM MTPABOM TaK K€, KaK OOBIUHBIC KHUTH WK KOMIAKT-IUCKHU.
Onu noanagarot nop neiicteue ct. 146 Yronosuoro koaekca PO («Hapymenue aB-

TOPCKHUX U CMEXHBIX IIPaBy), MpelyCMaTpUBAIOIe HaKa3aHUE J1JIsl IUPATOB B BUJIE
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JIMIIEHHUS] CBOOOJIBI HA CPOK IO MATHU JieT. Terneps Biaaeiablbl mp3-caiiToB, HANIPH-
Mep, JOJDKHBI MOANKUCATh JIMUEH3UOHHBIE COMIAIICHUS CO BCEMHU MOCTaBIIMKAMU
My3bIKH. MlcTeueHne cpoka I1eMCcTBUSI aBTOPCKOTO MTPaBa Ha MPOU3BEACHUS 03HAYAET
UX Mepexo]l B 0011ecTBeHHOE JocTosiHue. [IpaBo aBTOpCTBa, MpaBO HA UMS U MIPABO
Ha 3alUTy pEenyTaluu aBTOpa OXPaHSAIOTCS O0eCCPOUHO. 3HAK OXPAHBI CMEXKHBIX
npaB — OykBa «P» B OKpy>KHOCTH, UMsl 00JIaaTeINsl PaB U rOJ1 MEPBOTr0 OMyOIUKO-
BaHUs (POHOTPAMMBI.

HckirounTesbHOE MPaBO HA MCIOJIHEHUE JIEUCTBYET B TEUEHHUE BCEH KU3HU
WCIIOJTHUTENIS, HO HE MEHEE MATUAECATH JIET, CUUTasA € 1 sHBaps roja, CIeAYIOIIErO
32 rOJIOM, B KOTOPOM OCYILIECTBIIEHBI HCIIOJHEHUE, JINOO 3aIIUCh UCIIOJHEHUS, TU00
COOOIIIEHNE UCTIONHEHUS B 3Qup win 1o kabemo. [1o ucreduennu cpoka aecTBus
UCKJIIOYUTENIFHOTO NpaBa Ha MCIIOJIHEHUE 3TO IPAaBO NEPEXOIUT B OOIIECTBEHHOE
JIOCTOSTHUE.

HckmounTenbHoOe IpaBo Ha OHOTpaMMy JIEUCTBYET B TEUEHUE MSATHIIECATH
JeT, cuuTas ¢ 1 ssHBaps rojaa, CIeIyrOUIero 3a roaoM, B KOTOpOM Obljia OCYIIECTB-
JIEHA 3alMCh. B COOTBETCTBHUM € 3aKOHOM 3alpEIAaeTCs MUMIIOPTUPOBATH IK3EM-
IWISIpbl (JOHOTPaMM B LIEJIAX PACIPOCTPAHEHUs, NEpeeIblBaTh, IPOAaBaTh U BOC-
MPOU3BOANTH 0€3 pa3pelieHus: uX NpaBoodIagaTene.

2.2 IllpaBoBasi oxpana nporpamm s IBM u 6a3 1aHHBIX

[Iporpammel ayis OBM u 6a3bl TaHHBIX OTHOCATCA 3aKOHOM K OOBbEKTaM aB-
Topckoro mnpasa. [Iporpammam mist 9BM npenocrapisercss mpaBoBasi OXpaHa Kak
MIPOU3BEACHUSM JIUTEPATYPHI, @ Oa3aM JaHHBIX — KAK COOPHUKAM.

ba3oit naHHBIX SBJISETCS MPEACTaBICHHAs] B OOBEKTUBHOM (POpME COBOKYTI-
HOCTh CaMOCTOSITEJIbHBIX MaTepHaloB (CTaTel, pacueToB, HOPMATHUBHBIX aKTOB, CY-
JNEOHBIX PEIICHUI M MHBIX MOJOOHBIX MaTEPHUAJIOB), CUCTEMATU3UPOBAHHBIX TAKUM
o0pa3oM, 4TOOBI AT MaTEPHAIIBI MOTJIN OBITh HAWCHBI 1 00PaOOTAHBI C TTOMOIIBIO

AIIEKTPOHHOMN BBIYUCIUTEILHON MaiHbl (OBM).
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[IpaBooOnagaTenb B TEUEHUE CpPOKa JACHCTBUS UCKIIOYUTENIHHOIO MpaBa Ha
nporpammy it OBM wnm Ha 6a3y JaHHBIX MOXKET IO CBOEMY JKEJIAaHUIO 3aperHh-
CTpUPOBATh TAaKyl0 MPOrpaMMy WUJIM Takyto 0a3y HaHHBIX B (enepaibHOM OpraHe
WCIIOJIHUTENILHOM BIACTH 10 MHTEIEKTYalIbHON COOCTBEHHOCTH.

W ckirounTesbHOE IPABO U3TOTOBUTENS 0a3bl TaHHBIX BO3HUKAET B MOMEHT
3aBEpUICHUS €€ CO3/IaHUsS U JCHCTBYET B TCUCHUE IMATHAAATH JIET, cuuTas ¢ | sH-
Baps roJia, CIAEAYIOMIETO 3a TOJIOM €€ co3aanus. MCKIrounTeIpHoe NpaBo N3rOTOBH-
Tenst 6a3bl JAHHBIX, OOHAPOJIOBAHHOM B YKa3aHHBIN MEPHO, JEHCTBYET B TCUCHUE
NSATHAUATH JIET, cuuTas ¢ 1 sHBaps rojia, CIeaylolIero 3a rojoM ee 00HapoI0Ba-
HUSL.

Cpoku, npeaycCMOTpEHHbIE MYHKTOM 1 HacTosiel cTaTbi, BO30OHOBIISIOTCS
IpU KaKJJOM OOHOBJIEHUH 0a3bl TaHHBIX.

NMmiopT, TUpaxXupoOBaHUE, MPOAAXKA, @ TAKKE HMHOE BBEIACHUE B IPAYKIAHCKHIMA
000pOT FK3EMILISIPOB MporpaMM 0e3 pas3pelieHus uX npaBoodiagareneil sBiasercs
HapyILIUTEIEM aBTOPCKOro MpaBa.

Cyza MOKET HaJOXKUTh apecT Ha BCE SK3EMIUISAPBI IPOU3BEICHHUS, B OTHOILIE-
HUM KOTOPBIX MPEANOIAraeTcs, YTo OHM SBISIOTCA KOHTpa(aKTHBIMU, a TAK)XXE Ha
MaTepHuaibl U 000pyA0BaHKE, UCIOJb3YEMbIE WU MPEAHA3HAYEHHBIE JJI1 UX U3r0-
TOBJIEHUS WJIH BOCIIPOU3BEICHU.

KoHTtpadakTHBIMU NPU3HAIOTCA K3EMILISPBI IPOrPAMMBI, U3TOTOBICHUE UIH
UCITI0JIb30BAaHUE KOTOPBIX BJICYET 33 COO0M HapylIeHUs! aBTOPCKOTro Mpasa.

CB0001HOE BOCTIPOM3BEACHUE MPON3BEICHUS B TUYHBIX LEIsX (cTaThs 1273)
JommycKaeTcsl 0e3 corjacusi aBTopa WM MHOTO MpaBooOsanaresns U 0€3 BbILIATHI
BO3ZHAIPaXX/ICHUsI 3a BOCIIPOU3BEJACHUE IPaXKTaHUHOM HMCKJIIOUUTEIBHO B JIMUHBIX
LENAX, 3a HCKITIOYEHUEM:

— BOCIIPOM3BEJICHUS MTPOU3BEIACHUN apXUTEKTYphl B pOpME 3/1aHUN U aHa-
JIOTUYHBIX COOPYKEHUU;

— BOCIIPOU3BCACHUA 0a3 JaHHBIX WX UX CYHICCTBCHHBIX qaCTeﬁ;
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— BOCIpou3BeJieHus nporpamm uist 9BM, kpome cinydaes, NpeaycMOTpeH-
HbIX ctaThel 1280 HacTtosmero Kogekca (Hanpumep, Ui apXUBHBIX LIEJICH);

—  penpoaylUpOBaHUs KHUT (MIOJHOCTHIO) U HOTHBIX TEKCTOB,;

—  BHJICO3ANKCH ayAHUOBU3YAIbHOTO MPOU3BEICHUS IIPU €0 MyOIMYHOM HUC-
MOJIHEHUH B MECTE, OTKPBITOM JIsl CBOOOAHOTO MOCEUIECHUS, WU B MECTE, I/Ie MPHU-
CYTCTBYET 3HaYUTEIIbHOE YHCIIO JIUII, HE MPUHAANEKAIUX K OOBIYHOMY KPYTY Ce-
MbU;

— BOCIIPOM3BEJICHUS ayJIHOBU3YaJIbHOTO MPOU3BEACHUS C MOMOIIBIO MPO-
(deccruoHanbHOro0 000pYyAO0BaHUs, HE MPEAHA3HAYEHHOTO JUIsl UCIIOJIb30BaHUS B J10-
MaIIHUX YCJIOBUSIX.

2.3 Texnnyeckue cpeacTBa 3allUTHI aBTOPCKUX MPaB

TexHMUeCKUMU CpeCTBAMHU 3aIUThl ABTOPCKUX IPaB MPU3HAIOTCA JIHOObIE
TE€XHOJIOTUH, TEXHUYECKUE YCTPOMCTBA WM UX KOMIIOHEHTHI, KOHTPOJIUPYIOLINE
JOCTYN K MPOU3BEICHUIO, IPEIOTBpALIAIOINE JINOO OrpaHUYUBAIOIINE OCYILIECTB-
JIeHUE JEeHUCTBUIA, KOTOPBIE HE pa3pelleHbl aBTOPOM WJIM MHBIM ITpaBooOIaaTeseM
B OTHOUIIEHUU MTPOU3BEACHUSI.

B oTHOIIEHNN NPOU3BEAECHNN HE TOITYCKAECTC:

— ocyliecTBieHue 0e3 pa3pelieHus] aBTopa WIK MHOro IMpaBooOiajgaTens
JIENCTBUIN, HANIPABJICHHBIX HAa TO, YTOOBI YCTPAHUTHh OTPAHUYEHUS MCIIOJIb30BAHUS
MPOU3BEACHUS, YCTAHOBJICHHBIC ITyTEM MPUMEHEHHS TEXHUUECKUX CPEJICTB 3aIUThHI
aBTOPCKHX IPaB;

— H3rOTOBJICHUE, PACIIPOCTPAHEHUE, Cllaya B MPOKAT, MPEIOCTABICHUE BO
BpEMEHHOE 0€3BO3ME3/IHOE MOJb30BAHKME, UMIIOPT, peKJiaMa JIF0OOW TEXHOJIOTHUH,
JH000Tr0 TEXHUYECKOTO YCTPOWCTBA WIJIM MX KOMIIOHEHTOB, UCIOJIb30BAaHUE TaKHX
TEXHUYECKUX CPEJICTB B IEJIAX MOTyYeHUs MPUObUIH JINOO OKa3aHUE COOTBETCTBY-
IOLUX YCIYT, €CJIM B PE3YJIbTaTe TaKUX JACHCTBUN CTAHOBUTCS HEBO3MOXKHBIM HC-
MOJIb30BAHUE TEXHUUYECKUX CPEACTB 3aIlUTHI aBTOPCKHUX IMpaB JUO0 ATH TEXHHUYE-

CKHC CPCJACTBA HC CMOTI'YT 00eCreYnTh HaJJIC)KAITYIO 3aIIUTY YKA3aHHBIX ITPpAB.
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B cnyuasx HapyleHus UCKIOUYMTEIBHOIO MpaBa Ha NMPOU3BEICHUE WIN Ha
00BEKT CMEKHBIX MPaB MPaBOOOIIaaTeNb BIIPaBe TPEOOBATh 0 CBOEMY BHIOOPY OT
HapyIIUTENS BO3MEIIECHUSI YOBITKOB JINOO BBIMJIATHI KOMIIEHCAIUU:

— B pa3Mepe OT AECITHU ThICSY pyOJiel 10 IATH MUJUIMOHOB pyOJiel, onpe-
JEJIIEMOM 110 YCMOTPEHHUIO CY1a;

— B JIBYKpaTHOM pa3Mepe CTOMMOCTH SK3EMIUIIPOB MPOU3BEACHUS WU B
JBYKPATHOM pa3Mepe CTOMMOCTH IIpaBa UCMOIb30BaHUS MPOU3BEICHUS, OIIPEIEIs-
eMOM UCXOJS U3 IIEHBI, KOTOpas pU CPABHUMBIX 0OCTOSATEIHCTBAX OOBIUHO B3UMa-
eTcs 3a IPaBOMEPHOE UCIIOIb30BAHUE IPOU3BEICHHS.

[IpenycMoTpeHa Takke yrojaoBHas OTBETCTBEHHOCTb 3a HapyILIEHUE aBTOP-
CKHX M CMEXHBIX NpaB (YTos0oBHBIN Kojgekc PO ctates 146):

— HE3aKOHHOE€ MCMOJb30BaHUE OOBEKTOB aBTOPCKOIO MpaBa MIJIM CMEXKHBIX
IpaB, a PaBHO NMPHCBOECHUE aBTOPCTBA, €CIU ATH JACSIHUS NPUUMHWIN KPYIHBIN
yiep0, — Haka3bIBaloTCsA MTpadoM B pazMepe OT ABYXCOT J0 YEThIPEXCOT MUHU-
MaJIbHBIX Pa3MEpOB OIUIAThI TPYyJa WIK B pa3Mepe 3apaOOTHOM IMIaThl UM UHOTO
J0X0J1a OCY>KJIEHHOTO 3a IEPUOJ OT ABYX JI0 YETBIPEX MECALEB, JINOO 00s3aTEIb-
HBIMHU pabOTaMu Ha CPOK OT CTa BOCBMHUJECATU JI0 JBYXCOT COPOKa 4acoB, JINOO
JUIIEHUEM CBOOOIBI HA CPOK JI0 JABYX JIET.

—  Te e JesTHUS, COBEpLUICHHbIE HEOAHOKPATHO JINOO TPYIIOH JIHIL IO Ipei-
BapUTEIHLHOMY CTOBOPY HJIM OPTaHW30BaHHOM TPYTION, — HAKa3bIBAIOTCS MITpagoM
B pa3Mepe OT YETHIPEXCOT J0 BOCBMHCOT MUHMMAJIbHBIX pa3MEpOB OIUIATHI TpyJia
WIN B pazMepe 3apabOoTHOM MiIaThl UM MHOTO A0X0Ja OCYXJIEHHOI'O 3a IepUoj OT
YEeTBIPEX IO BOCBMH MECSIIEB, INOO apeCTOM Ha CPOK OT UETHIPEX JI0 MIECTU MECS-

1IeB, MO0 JIMIIICHHUEM CBOOO/IBI HA CPOK JIO MATH JIET.
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2.4 OxpaHa THIIOJIOTUM HHTETPATbHBIX MHKPOCXEM

Tomonorus: 310 3adMKCUPOBAaHHOE HAa MaTepUaIbHOM HOCHUTENE MPOCTpPaH-
CTBEHHO-T€OMETPUYECKOE PACTIOJIOKEHNE COBOKYITHOCTH 3JIEMEHTOB UHTETPAJIbHOMN
Mukpocxembl (MUMC) u cBs3elt MeXTy HUMH.

ABTOpY TONIOJIOTMM UHTETPAIBHON MUKPOCXEMBI, IPUHAJIEKAT CICAYIOIINE

WHTEJUJIEKTYaJbHbIE ITPaBa:

— HCKJIIOYMTENIbHOE IIPABO;

— IpaBO aBTOPCTBA.

[IpenocraBigemas MpaBoBasi OXpaHa PacHpOCTPAHSIETCS TOJbBKO HAa OpPUTH-
HaJIBHYIO TONOJOrU0. OpUTMHAIBHOM SBIISIETCA TONOJIOTHSI, CO3/IaHHAs B PE3YJib-
TaTe TBOPUYECKOU IeATEIBHOCTH aBTOPA.

ABTOpPOM TOIOJIOTUU MPU3HAETCS (PU3NYECKOE JIUI0, B PE3yJIbTAaTe TBOpYE-
CKOM JIeATENBHOCTH KOTOPOTO 3Ta TOMOJIOIHsI ObljIa CO3/1aHa.

[IpaBo aBTOpa Ha TOMOJIOTHIO SIBISETCS HEOTHEMIIEMBIM JIUYHBIM MTPABOM U
OXpPaHSETCs 3aKOHOM 0€CCPOYHO.

[IpaBooGnanaTens B TEUCHUE CPOKA JEUCTBUS UCKIIIOUUTEIBHOTO MpaBa Ha
TONOJIOTHIO UHTErPAJIbHON MUKPOCXEMBI MOXKET 110 CBOEMY KEJIAHUIO 3apETUCTPU-
pOBAaTh TOMOJIOTHIO B peiepaIbHOM OpraHe UCIOIHUTEIbHON BIACTH [0 UHTEIJIEK-
TyaJIbHOW COOCTBEHHOCTH.

Tononorusi, coxepxkaimias CBEAEHHUS, COCTABIIIOIIME T'OCYIapCTBEHHYIO
TaliHy, TOCYJapCTBEHHON PETUCTPALNH HE MOJIEHKUT.

ABTOpY NPUHAJIEKUT UCKIIOUYUTEIBLHOE MPABO MCHOIB30BATh 3TY TOMOJIO-
THIO 110 CBOEMY YCMOTPEHHUIO, B YACTHOCTH IYyTEM M3TOTOBJIEHUS U PaCIPOCTpaHe-
Hust UMC ¢ Takoil TOMOJIOTHEN, BKIIKOUYAs MPAaBO 3alpeniaTh UCTIOIb30BAHUE 3TOU
TOMOJIOTHH IPYTUM JIUIaM 0€3 COOTBETCTBYIOIIETO pa3peIICHHUS.

HapyieHneM UCKITFOUMTENBHOTO MPaBa Ha UCIIOJIb30BAHUE TOMOJIOTHH ITPU-
3HAETCSI COBEPILECHUE CIIEIYIOUIMX ACHCTBUN 0€3 pa3pellieHus] aBTopa UM UHOTO

paBooOIaIaTeNIs:
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—  BOCIIPOM3BEJICHUE TOIOJIOTMH B LIEJIOM WM YaCTUYHO, 32 UCKIIIOYEHHEM
KOIIMPOBAaHUS TOJIBKO TOHM €€ 4aCTH, KOTOpas HE ABJISIETCS] OPUTMHAJIBHOM;

— BBO03 Ha teppuTopuro Poccuiickon ®@enepanuu, npojgaxa u MUHOE BBEJIE-
HUE B IPaKAAHCKUI 000pPOT TOMOJIOTUY, WIIM UHTErPaIbHON MUKPOCXEMBI, B KOTO-
PYIO BKJIIOUEHA 3Ta TOIOJIOTHS, WM U3/EHUs, BKIIOYAIOIIEro B ce0sl TaKyl0 MHTE-
TPATBHYI0 MUKPOCXEMY.

VMy1iecTBEHHBIE IpaBa Ha TOIMOJIOTHIO, CO3JaHHYIO B ITOPSAKE BBIITIOJIHECHHUS
CILy’K€OHBIX 00513aHHOCTEN WM MO 33JaHUI0 padoToAATENs, IPUHAJIEKAT PadOTO-
JATEINI0, €CJIA JOTOBOPOM HE MPETyCMOTPEHO HHOE.

[IpaBoobnagaTens s ONMOBEIICHNS O CBOEM HCKIIOUUTEILHOM IIPABE Ha TO-
MIOJIOTHIO BIIPABE MCIOJIb30BATh 3HAK OXPAaHbI, KOTOPHIA MOMEIIAETCS HAa TOIMOJO-
I'MH, a TAaK)KE Ha U3ACIINAX, COAEPKAIMX TAKYH0 TOIIOJIOTHIO, U COCTOUT W3 BBIJIE-
aeHHo¥ nmponucHo OykBbl «T» («T», [T], T*, 6ykBbl «T» B OKPY>KHOCTH, WU
OykBbI «T» B KBajpate), 1aThl HaYaIa CPOKa JACUCTBUS UCKIIOUYUTENBHOTO MPaBa Ha
TOMOJIOTHIO ¥ MH(OPMALIHU, O3BOJISIOUIEH HASHTU(PHUIMPOBATH IPAaBOOOIaIaATENs.

HckirounTenbHOE MPaBo Ha UCIOJIb30BAHUE TOTIOJIOTUH IEHCTBYET B TEUCHHE
JECSITH JIET. ABTOP TOMOJIOTHH U HHOM MpaBo00IIagaTelb BIpaBe TpeOOBATS:

— IPU3HAHMS NPAB;

— BO3MEIICHUS MPUYUHEHHBIX YOBITKOB.

3a 3ammMTON CBOEro MpaBa aBTOP MOXKET 00paTUThCs B CyA (apOUTpaskHbBIN
WJIM TPETEHUCKUIN).

ABTOp MOXKeET TpeOOBaTh MPABOBYIO OXPAHY TOMOJIOTUHU B 3apyOEKHBIX CTpa-
Hax. Ecnu mexxnyHapoassiM 1oroBopom P® ycTaHOBIEHBI MHBIE ITPABUIIA, YEM TE,
KOTOPBIE COAEPIKATCA B HACTOSILIEM 3aKOHE, TO MPUMEHSIOTCS MPABUIIA MEXIyHa-

POJTHOTO JIOTOBOpA.
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Tema 1.6 IIpectyniienusi B cepe KOMNbIOTEPHOH HHPOPMATUA

1 Kinaccupukanuss KOMIbIOTEPHBIX NMPeCcTyIJICHHil

3apyOeKHBIMU CHEIUATNCTAMHU pa3pa0dO0TaHbl pa3liMyHble KiacCUPUKaUU
CIIOCOOOB COBEpIIIEHUsI KOMITbIOTEPHBIX npecTyruienuil. [1o kogudukaropy Unrtep-
nosa (B 1991 rony nanuelil kogupukaTop ObLT HHTETPUPOBAH B aBTOMATHU3UPOBAH-
HYIO CUCTEMY NOHMCKa M B HacTosIiee BpeMs goctyrneH B 0osnee yeM 100 crpanax)
BCE KO/JIbI, XapaKTePU3YIOIIIe KOMIBIOTEPHBIE TPECTYIUICHUS, UMEIOT UICHTU(HUKA-
TOp, HAUMHAIOILIHICS ¢ OYKBBI Q.

JJ1st XapaKTepUCTUKH MPECTYIUICHHUS] MOTYT MUCIIOJIb30BaThCs J0 MSATH KOJOB,
PacCIOJIOXKEHHBIX B MOPSIIKE YOBIBAHUS 3HAYMMOCTH COBEPIIICHHOTO.

1) QA — HecaHKIIMOHUPOBAHHBII JOCTYII U TIEPEXBAaT.

2) QD — M3MmeHeHne KOMITBIOTEPHBIX JTaHHBIX.

3) QF — KomnproTepHOE MOIIEHHHUYECTRO.

4) QR — He3akoHHOE KOMMPOBaHUE.

5) QS — KommbroTepHbIii caboTax.

6) QZ — [Ipoure KOMIBIOTEPHBIE MPECTYTLICHHUSL.

Hanpumep, HeCaHKIIMOHUPOBAHHBIN JOCTYH U nepexBaT uHpopmanuu (QA)
BKJIOUAET B ce€0s1 CIIEIYIOIINE BUIbl KOMITBIOTEPHBIX MPECTYIIIICHHIH:

1) QAH — «KowmmbrorepHblit abopaax» (xakuHr - hacking): HempaBomep-
HBIA JJOCTYN B KOMIBIOTEP WM CETh. DTOT BUJ KOMIIBIOTEPHBIX NPECTYIICHUHN
OOBIYHO HCIIOJIB3YETCS XaKepaMu I IPOHUKHOBEHUS B Uy)KUe HHPOPMAIIMOHHBIE
CETH.

2) QAI — mepexBat (interception): mepexBaT NpPU MOMOIIM TEXHHYCCKUX
cpelncTB, 6e3 nmpaBana To. [lepexBat nHbopMaIK OCYIECTBISETCS MO0 MPSMO Ye-
pe3 BHEITHHE KOMMYHHUKAIMOHHBIE KaHAIIBI CUCTEMBI, JTMOO IMTyTeM HETIOCPEICTBEH-
HOTO TIOJKJTIOYCHHS K JMHUAM nepudepuiiHbix yctpoicTs. [Ipu 3ToM oObekTamu
HETIOCPEICTBEHHOTO TMOCTYIIUBAHUS SBJSIIOTCS KaOenbHbIE M TPOBOIHBIC CH-

CTEMbI, HAa3€MHBLIC MHKPOBOJIHOBBICCUCTCMBI, CHCTCMbI CHYTHHKOBOﬁ CBiA3HU, a
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TaKXe CIEeUATbHBIC CHCTEMbI IPABUTEILCTBEHHOM CBsi3U. K TaHHOMY BUy KOMITh-
IOTEPHBIX TMPECTYIUICHUH TaKKe OTHOCHTCS JJIEKTPOMArHUTHBIA —IEpexBat
(electromagnetic pickup).

CoBpeMeHHbBIE TEXHUYECKHE CPE/ICTBA IMO3BOJISAIOT MOJydaTh WH(POPMALIUIO
0e3 HemoCPEeICTBEHHOIO MOJAKIIOUYCHHS K KOMIBIOTEPHOU CHCTEME: €€ TepexBar
OCYIIECTBIIACTCS 3a CUCT MU3JTYUCHHUS IICHTPAILHOTO MPOIECCOPa, AUCILIES, KOMMY-
HUKAI[MOHHBIX KaHAJIO0B, IIPUHTEPa U T.1. Bce 3T0 MOKHO OCYIIECTBIIATh, HAXOAICh
Ha JIOCTATOYHOM YJIaJICHUH OT 00BEKTa Iepexnara.

3) QAT — kpaka BpeMEeHH: HE3aKOHHOE UCIIOJIb30BaHNE KOMITBIOTCPHOM CH-
CTEMbI WM CETH C HAMEPCHHEM HEYILIATHI.

JIns XxapakTepPUCTHKH METOJ0B HECAHKIIMOHMPOBAHHOTO JOCTyIa M Iepe-
XBaTa HHGOPMALIUU UCIIONB3YETCS CIeIyIONas TEPMHUHOIOTHS:

1) «Kyuox» (bugging) - xapakrepu3yeT YyCTaHOBKY MHUKPO(GOHA B KOMITbIO-
Tepe ¢ IEIIbI0 MepexBaTa pa3roBOPOB 0OCIYKUBAOIIETO MEPCOHAIA.

2) «OrtkaunBanue naHHbIX» (data leakage) - otpaxaet BO3MOKHOCTH cOOpa
UH(pOpMAIIUK, HEOOXOAUMOM /ISl MOJyYeHHUS] OCHOBHBIX JaHHBIX, B YACTHOCTH O
TEXHOJIOTUH €€ TPOXOKICHUS B CHCTEME.

3) «Y0opka Mycopa» (Scavening) - xapakTepu3yeT MOUCK JaHHBIX, OCTaB-
JICHHBIX TMOJI30BATENIEM IMOCJIe PAabOThHl HA KOMIbIOTEpE. DTOT CIOCOO MMEET JBE
Pa3sHOBUIHOCTH - (PH3HUECKYIO M JICKTPOHHYIO. B pr3rueckoM BapuaHTe OH MOYKET
CBOJUTHCS K OCMOTPY MYCOPHBIX KOP3HWH U COOPY OpOIIIEHHBIX B HUX pacleyarok,
JICITOBOM MEPENUCKHU H T.[I.; DJIEKTPOHHBINA BApHAHT TPEOYET UCCICIOBAHMS JaHHBIX,
OCTaBJICHHBIX B MaMSATH MAIMHBI.

4) Meton cienoBanus «3a qypakom» (piggbackiiig), XapakTepu3yroInui He-
CaHKIIMOHMPOBAHHOE POHUKHOBEHHE, KaK B IPOCTPAHCTBEHHBIE, TAK U B DJIEKTPOH-
HBIC 3aKpbIThIC 30HbI. Ero cyTh coctout B crieayromnieM. Eciin HaOpaTh B pyKu pas-
JIMYHBIE TIPEMETBI, CBSI3aHHBIE C PA00TOM Ha KOMITBIOTEPE, M IPOXAKMBATHCS C JIe-
JIOBBIM BHJIOM OKOJIO 3allepTOi JABEPH, TI¢ HAXOIUTCS TEPMUHAI, TO, H0XKIABIIHChH

3aKOHHOTI'O I10JIb30BaTCJIs1, MOXKHO HpOfITH B IBCPb IMIOMCIICHU BMCCTC C HUM.
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5) Meron «3a xBoct» (between the lines entry), HCIIOIB3yst KOTOPBIA MOKHO
TOIKJTFOYATHCS K JIMHUY CBS3U 3aKOHHOTO TI0JIB30BATEIS U, JOTAAaBIINCh, KOT/1a TI0-
CJIEIHAN 3aKaHYMBAET aKTUBHBIA PEKUM, OCYIIECTBIISITH TIOCTYI K CUCTEME.

6) Meron «HecnemHoro Beioopa» (browsing). B aTom ciayyae HecaHKIIHO-
HUPOBAHHBINM JOCTYN K 0a3aM JaHHBIX W (ailiaM 3aKOHHOTO TOJIb30BaTENs OCY-
HIECTBIISIETCS TyTEM HAXO0XKJIEHUS CIa0bIX MECT B 3amuTe cucteM. OaHaxX bl OOHa-
PYKUB WX, 3JIOYMBINIJIEHHUK MOKET CIIOKOWHO YUTATh U aHAJIM3UPOBATH COICPIKa-
IIyIOCs B cucTeMe MH(GOpPMAIHNIO, KOMMPOBATh €€, BO3BPAIIATHCS K HEH MO Mepe
HEOOXOIMMOCTH.

7) Meron «Ilouck Opemm» (trapdoor entry), Ipy KOTOPOM HCIIOJB3YIOTCS
OIIMOKU WJIM HEYJIauu B JIOTUKE MOCTpOeHUs MporpamMmbl. OOHapyKeHHbIE Operiu
MOTYT 3KCILTyaTUPOBATHCA HEOAHOKPATHO.

8) Meron «JIrok» (trapdoor), siBIsTtOLMIACS pa3BUTHEM TpeblayIiero. B
HaWJIEHHOM «Openim) mporpaMma «pa3pbiBaeTCs» U TyJla BCTaBJISETCS ONPEICIICH-
HOE YKciIo KoMaH . [1o Mepe HeoOXOAMMOCTH «JTFOK» OTKPBIBAETCS, & BCTPOSHHBIC
KOMaH/Ibl aBTOMAaTHYECKH OCYIIECTBIISIIOT CBOIO 3a/1a4y.

9) Metoa «Mackapaa» (masquerading). B aTom ciiyuae 3710yMBIIIJICHHUK C
WCITOJIb30BAaHUEM HEOOXOIUMBIX CPEJICTB MPOHUKAECT B KOMIBIOTEPHYIO CHCTEMY,
BbIJIaBasi ce0s 32 3aKOHHOTO MOJIb30BATEIIS.

10) Meron «Muctudukanus» (spoofing), KOTOPBIA UCHOIB3YETCS MPHU CITY-
YaltHOM TIOJKITIOUEHUN «UY>KOH» CHCTEMBI. 3JI0YMBIIIIEHHUK, (DOPMUPYS TIPaBIO-
MOI00HBIE OTKJIMKHU, MOXKET TOAIEPKUBAThH 3a0JTyK/IEHUE OIMOOYHO MOAKITIOYNB-
IIIETOCS TTOJTH30BATENS B TEUCHUE KaKOTO-TO MPOMEKYTKA BPEMEHH | TI0JTydaTh He-
KOTOPYIO MOJIE3HYIO JJISI HETO MH(POPMAIINIO, HATIPUMED, KOJIbI TTOJIH30BATENS.

AHanu3 KOMITBIOTEPHBIX MpecTyruieHnid. C 1eIbi0 COBEPIICHCTBOBAHUS Me-
TOJIOB PacCieIOBaHUS, MPABOOXPAHUTEIBHBIC OPTaHbl MPOBOIIT aHAIN3 KOMITBIO-
TEPHBIX MPECTyIUICHU. Pa3pabaThIBatOTCs CHCTEMBI aIallTalluNd «TPATUITIOHHBIX)
METOJIOB PACCJICIOBAHMUS TMPECTYIUICHHA C WCIIOJIh30BAHUEM KOMITHIOTEPHBIX

CpPE/ICTB.
65



Opranu3anoHHOE ¥ IPAaBOBOE 0OECTICUEeHHE 3aINUTH HH(OPMALTUH
Paznen 1. IlpaBoBoe obecriedeHne 3amuThl HHPOPMALUU

JInarna3zoH KOMOBIOTEPHBIX NPECTYIUICHUN B HACTOSIIEE BPEMS PACILIUPUIICS
¥ BKJIIOYAET KPOME TPAJAUIIMOHHOTO MOIIICHHUYECTBA TAK)Ke KHOSPCIIEKKY, MOIIICH-
HUYECTBO C MHBECTULIMSIMH, CEKCyalbHbIE IOMOTATENbCTBA, KPaKy MH(MOpMaIuuy,
BHYTPUTOCY/IAPCTBEHHBIN U MEXKIYHAPOAHBIM TEPPOPU3M, HAPYLIEHUE aBTOPCKHUX
npaB, parbcuPUKaIUo CUCTEM, HACHIIBCTBEHHBIC TIPECTYIICHUS, JKECTOKOE 00pa-
HICHUE C MOKUIBIMHU.

[To mMepe pa3BuTHS SJIEKTPOHHOW KOMMEPIIMM YHUCIO KOMIBIOTEPHBIX Ipe-
CTYIICHUH OyJIeT COOTBETCTBYIOIIMM 00pa3oM pactu. |yt aHam3a mpecTyIUICHHH
Ternepsb TPeOYIOTCS HE TOJBKO PETHOHANIBHBIE, HO M MEXIYHAPOJAHBIX CPEJICTB aHa-
au3a. DTH CUCTEMbI MOTYT OOBEUHATH MPECTYIUICHUS IO MECTOIOJIOKEHHIO, Bpe-
MEHU U METOJY JIEUCTBUM, UTO MOXKET IIOMOYb IPOTHO3UPOBATH ITOTCHIMAJIbHBIC
OyIyIIue yrpo3sbl.

B ynusepcurere Kapnern-MeiuioHa co3mana rpymmna «CKOpOM KOMITbIOTEP-
Hoii momomm» Computer Emergency Response Team (CERT), kotopast ctaBut
CBOEH IEJIbI0 aHAIU3 U Pa3padOTKy Mep MPOTHUBOJCUCTBUS KOMITBIOTEPHBIM Ipe-
crymienusam. [Iponenannas 3Toi rpynmnoi paboTa Mmoka3bIBaeT, HACKOJIBKO BaYKHO
MOHSATH MOTHBBI MpecTynHUKa. [loHuMaHue 1eseil, KoTopble CTaBUT Iepes coooun
3JIOYMBIILICHHUK, TO3BOJISIET OMPENIENATh €ro OyIyIue MOCTYIKH.

J1ns1 BBISIBJICHUSI HAPYLLIEHUH CUCTEMHOU 3alATHI UCTIOJIB3YFOTCS METO/bI aK-
TUBHOU 0OBIUM JaHHBIX. Takol MOAX0J MpearnosiaraeT aHajau3 MOCTYIKOB, KOTO-
pbI€ IPUBOJAT K HAPYUICHUSIM, U CPABHUBAET UX C MOBEACHUEM NP HOPMAIbHOM
pabote. JloOpiBaeTcss mHGOPMAIIUS O YaCTO BCTPEUAIOMICHCS MMOCIE0BATSILHOCTH
JEUCTBHUI. DT CBEACHUS UCIOIB3YIOTCS I CO3/1aHUS aBTOMATHYECKOTO KJIaCCH-

¢dbukaTopa, KOTOPBI CIIOCOOEH pa3nuyaTh arpeCCUBHOE M HOPMAIbHOE MOBEICHNE.
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2 KpuMuHaJIMCTHYeCKHE 0COOEHHOCTH Pacc/ieI0BAHUsI KOMIIbIOTEPHBIX
NpecTynIeHui.

['maBHas npobiema npu paccieOBaHUU IPECTYIUIEHUH B KOMIIBIOTEPHBIX CH-
CTEMax 3aKJI0YaeTcsl B YCTAHOBJIEHUU caMoro ()akTa COBEPIICHUS NPECTYIICHUS.
Oco0eHHOCTh COCTOUT B TOM, YTO JIJIsl TOTO, YTOOBI YTBEPKAATh, YTO OBLIO COBEP-
IIEHO NPECTYIJIEHUE C UCII0JIb30BAHNEM KOMIIBIOTEPA, HEOOXOJUMO J0Ka3aTh:

— ¢akt, 94TO KOMIBbIOTEpHAst HHPOpPMAIIHsL, K KOTOPOX MPOU3BEIEH HECaHK-
LIHOHUPOBAHHBIN JOCTYII, OXpaHsAeTcsa 3aKoHamMu PD;

— (aKT, YTO 3710yMBIIUIEHHUKOM OBLIM OCYIIECTBIICHBI ONPEIEICHHbIE HE-
IIPaBOMEPHBIE ACUCTBUS;

— (bakT, 4TO caMHUMHM HECAaHKUMOHUPOBAHHBIMHU JIEUCTBHUSIMHU HapYLIEHBI
npaBa COOCTBEHHHMKA UH(OpMAIIIH;

—  (aKT HECAHKIIMOHUPOBAHHOTO JOCTYIIA K CPEICTBAM KOMITbIOTEPHOM TeX-
HUKU JTHOO MONBITKA MMOJIYYEHUS TAaKOTO JO0CTYIIA;

—  (baxT HCOTB30BAHMS 3JI0YMBIIIIEHHUKOM MOJYYEHHBIX B PE3YJIbTATE HE-
IIPaBOMEPHBIX JICUCTBUI I€HEKHBIX CPEACTB B CBOUX LIEIISX.

Hanpumep, HeoOxo1uMo OKa3aTh, YTO AOCTYI ObUT HECAHKIIMOHUPOBAHHBIM
C LEJIbIO0 COBEPIIEHUS MPeCTyIUIeHHs. Toraa yCTaHOBJICHHUIO U 1I0Ka3bIBAHUIO T10]1-
JIEKHUT:

— (baxT, 4TO AEHUCTBUTEIHHO OBLIN COBEPILIEHBI HECAHKIIMOHUPOBAHHbIE Ma-
HUITYJIALMH, HAIPUMED, C POTPAMMHBIM 00€CIIE€YEHUEM;

— (akKTt, 4T0, 3TU MAHUITYJISILIMK OB HEJI03BOJICHHBIMU;

— ¢akT, 4TO JUII0, COBEPIIABIICE UX, 3HATO 00 3TOM U OCYIIECTBIISIIO UX C
LEJIbI0 MPECTYITHOIO YMBICTIA.

Komruieke ciieIcTBeHHbIX NEUCTBUI 00s3aTeNIbHBIX JI MEePBOHAYATBHOTO

oTalla pacCJICa0BaHUA JOJIKCH BKIIFOYAThb:
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1) TIIpoBenenue OObICKA B CITYy:KEOHOM IOMEIICHUH, HA padoYeM MECTE I0-
J03PEBAEMOTO C TIEJIBI0 OOHAPYKEHUS U U3BATHS GU3HUIECKUX HOCHTENICH MAallliH-
HOM MH(pOPMALIMK U JIPYTUX TOKYMEHTOB, UMEIOIIUX HIJIA BO3MOXKHO UMEIOLIUX OT-
HOIIIEHHE K HECAHKIMOHUPOBAHHOMY OTHOUIEHHUIO MPOTPaAaMMHOTO OOecreYeHUs
WJTM HOCSIIUX MHBIC CIIEIBI TOJATOTOBKHU K XUIIICHHUIO JCHEKHBIX CPEIICTB.

2) MHccnenoBanue: )KypHaIOB COOMHBIX CUTYyallHid, pabouero Bpemenn DBM,
0 TIepeaadn CMEH OIlepaToOpaMu; CPEACTB 3aIMUTHI U KOHTPOJIST OAHKOBCKUX KOM-
MBIOTEPHBIX CUCTEM, PETUCTPUPYIOIINUX MOJIH30BATENICH, MOMEHTHI BKITIOUEHUS (aK-
TUBALIMH) CUCTEMBI JINOO MOAKIIOYECHUE K HUM a0OHEHTOB C OMpPEIeICHHBIM UH/IEK-
COM WJIH O€3 TaKOBOTO; MPOTOKOJIOB BEYEPHETO PEUICHHS, TPEACTABISIONNX CO00i
KOITHIO JICUCTBUI ONEepaToOpoB, OTOOPAKEHHYIO Ha OyMa>KHOM HOCHTEJIE B XOJI€ Be-
yepHell 00paboTku MH(POpPMALUU, KOTOpask MPOBOJUTCS MO MCTEYCHUH KaXKJOTO
OTIEPAIIMOHHOTO JIHS; KOHTPOJBHBIX uncell (ailjioB; BCEro MporpaMMHOIo odecre-
yeHus: DBM; «IpommnThIX» MHUKPOCXEM IMOCTOSIHHO 3allOMHUHAIONIUX YCTPOMCTB,
MUKPOIIPOIIECCOPOB U X CXEMHOTO MCCIIEIOBAHNUS.

3) IlosyueHue u aHAIHM3 TEXHUYECKUX YKa3aHHUH 10 00pabOTKE €)KeTHEBHOM
Oyxrantepckoil HGOPMAIIMH C TIEPEYHEM BBIXOISIINUX (HOPM.

4) Jlompoc JIUI] U3 YKCIIa HHKCHEPOB - TPOrPaMMHUCTOB, 3aHUMAaBIIUXCS pas3-
pabOTKOM MPOTPAMMHOT0 0OECTICUEHHSI ¥ €TI0 COMTPOBOXKICHUEM, CTICIIMAIIMCTOB, OT-
BEUAIOIINX 324 3aIUTy HWHPOPMAIIMHA U CIICIIHATUCTOB JICKTPOHIITUKOB, 3aHUMAFO-
IIUXCSI OKCIUTyaTaIlied 1 PEMOHTOM BBIYHCIATEILHON TEXHUKH.

5) HasnaucHHe KOMIUICKCHON CYeOHO-0yXTanTepCKOl U MPOrpaMMHO-TEX-
HUYECKOHN SKCIEPTU3BI C MPUBICYCHUEM CIICIIHAITMCTOB TIPABOOXPAHUTEIBLHBIX O-
raHoOB, CIEIUAIMCTOB B OOJACTH CPEACTB KOMIBIOTEPHOM TEXHHKH, IO BEICHHUIO
OAHKOBCKOT'O ydeTa C HCIOJIb30BAHUEM CPEICTB KOMIBIOTEPHOW TEXHUKH, JTOKY-
MEHTOOOOPOTY, OpraHu3aIyi OyxydeTa U OTUETHOCTH, CIICIUAINCTOB 0 obecre-
YEHUI0 0€30MacCHOCTH MH(GOPMAIINH B KOMIIBIOTEPHBIX CHUCTEMaX.

B xone cyne6Ho-0yxranTepckoi SKCIEePTU3bl YCTaHABIMBAIOTCS HAPYIICHUS

TpeOOBAHMI MOJIOKEHUI O JOKYMEHTO000POTE, X IPUUMHBI (C LETBI0 COBEPILICHUS
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NPECTYIUICHUS, 3JI0yNOTPEOJICHUsT WM OWIMOKK) M OTBETCTBEHHBIC JIMIIA 32 3TU
HapyILIEHUS.

Pe3ynbTaThl mporpaMMHO-TEXHUYECKON SKCHEPTU3BI, KaK 3aKIIFOUEHHUE DKC-
NEePTOB, UTPAIOT POJIb TOKA3ATENIbCTB B Mpolecce cyaa. C moMOIIbI0 TAKUX dKCIep-
TU3 MOTYT PEHIaThCs CIEAYIOLIUE 3aJa4uu:

1) BocnpowusBenenue nHGOpMAIMK, COACpKANICHCS Ha (U3UISCKUX HOCH-
TEJAX.

2) BoccranoBienue wH(popMaIum, paHee colepKaBIIelicss Ha QU3MUECKUX
HOCHUTEJISIX U B TIOCJIEICTBUM CTEPTOM UM U3MEHEHHOM IO Pa3IMYHbIM MPUYHUHAM.

3) YcraHoBICHHE BpEMEHH BBOJIa, U3MEHEHHE, YHHUTOKEHHE JINOO KOMTUPO-
BaHME TOM WJIK UHOW MHGOPMAIIIH.

4) PacmudpoBKka 3aK0AMPOBAHHON MH(OpPMAIMK, TOI00P MapoJieH u pac-
KPBITHE CHUCTEM 3aIUTHI.

5) VYcraHoBIeHHE aBTOPCTBA, MECTa, CPECTBA, MOJTOTOBKU U CIIOCO0a H3-
TOTOBJICHUSI JOKYMEHTOB ((paitiioB, mporpamm).

6) BbIsiCHCHHS BO3MOXHBIX KaHAJIOB YTEUKH WH(GOPMAIMKA U3 KOMITBIOTEp-
HOU CETHU U NTIOMEILCHUN.

7) BrIsicCHEHHE TEXHUYECKOTO COCTOSIHUS, UCIIPABHOCTH MPOTPaMMHO-aIIa-
pPaTHBIX KOMILJIEKCOB, BO3MOKHOCTH HX aJalTalldH O] KOHKPETHOTO MOJIb30Ba-
TEJs.

8) VYcraHoBicHHS ypOBHS MPOdeCcCHOHAIBHOM MOATOTOBKH OTACIIBHBIX JIHUII,

MPOXOISIIUX 1O JIeTy B 00JIaCTH TPOTPAMMHUPOBAHUS M B KAYECTBE TOJIb30BATEIS.
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3 MesxkayHapoaHble CTAHAAPTHI U COTJIAIEHUA B 00J1aCTH 0€30MaCHOCTH
UHG(pOPMALMOHHBIX TEXHOJIOTHIA.

KitoueBbIM aciekToM perieHus mpo0aeMbl 6€301acHOCTH MHGOPMAIIMOHHBIX
texHosoruii (MUT) siBnsiercs BbipaboTKa cUCTEMbl TpeOOBaHUM, KPUTEPUEB U MTOKA-
3aresneit s oueHku ypoBHs 6ezomacHocti MT. HeoOxomumo Obuto paspabotarthb
ATy CUCTEMY B BUJI€ MEXAYHAPOIHOTO CTaHIapTa.

B 1990 r. MexayHnaponHoi opranuzanuei no cragaaptuzanuu (ISO) Obuia
Havata pa3paboTka MEXIYHApOJHOTO CTaHAapTa KPUTEPUEB OLICHKH AJisi OOILIEro
ucnonb3oBanusi. Bepcus 1.0 OK 6pina 3aBepiena CCEB B stHBape 1996 r. u 01106-
pena ISO B anpene 1996 r. bera-sepcus 2.0 OK nosiBunace B okTs10pe 1997 r. B
pe3ynbTaTe 3TUX padoT nosuics Mexaynapoansiii ctanaapt [ISO/IEC 15408-99
«Kpurepun onieHku 0€301macHOCTH UHPOPMAITMOHHBIX TEXHOJIOTUI» WU TaK Ha3bl-
BaeMble «OO0I1I1e KpUTEPUNY.

B Poccun ananornusslii cranaapt noarorosieH B 2001r. Oto I'OCT P
NCO/M3OK 15408-1-2001 «Kpurepun oneHkrn 0€300aCHOCTH WH(POPMALMOHHBIX
TEXHOJIOTUID.

Jlanubiii ctangapt coaepxut oomue kputepun (OK) ornenkn 6e30macHOCTH
MH(OPMAIIMOHHBIX TEXHOJIOTHI U MpeAHa3HAYEH B KAYECTBE PYKOBOJICTBA MPH pa3-
paboTKe U TpH NMPUOOPETEHNN KOMMEPUYECKUX MPOAYKTOB UM CUCTEM C (DYHKIIH-
samu 0e3onacHoctu UT.

OK npumenumsl k MepaMm 6e3onacHoctu UT, peanuzyeMbIiM annapaTHbIMU,
IIPOrPaMMHO-AIIIAPATHBIMHU U IPOIPAMMHBIMU CPEICTBAMM.

Kpurepuu 11 oneHkr cierupuyeckux KauecTB KPpUNTOrpaPpUUIECKUX airo-
puT™MOB He BxoaAat B OK.

OK 6e3omnacHoctu npoaykToB u cuctem UT npennasHaueHbl B OCHOBHOM ISt
noTpeduTenei, pa3pabOTYNKOB U OLEHITUKOB.

OK mpenocTaBisitoT NOTPEOUTENSIM, HE3aBUCUMYIO OT peaju3allud CTPYK-
Typy, Ha3biBaemyto npoduiem 3amutsl (113), ay1st BepakeHus ux crnenuduueckux

TpeboBanuii kK Mepam Oe3onacHocTd YT B 00bEKTE OLIEHKH.
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Kpome ykazannoro Bbimie ucnonbizyercst Takxe ['OCT P50922-96 «3amura
uHpopmaruu. OCHOBHBIC TEPMUHBI U OTIPEICTICHUS.

B nacrosiiee Bpemsi pa3zpaboTaH M ACUCTBYET €llle OJUH MEXTyHapOIHBIN
cranaapt [SO/IEC 17799 «be3onacHocTh HHPOPMAIITMOHHBIX CUCTEM.

[IpencraButenu 26 eBpornelickux ctpan, a takxe Kananel, CIIA, FOAP u
Anonnu noanucanu 23 HosOps 2001 r. B Bypanemnte kKoHBeHIIHIO 110 00pb0E ¢ KU-
OepripecTynHOCThIO. KOHBEHIMS pa3padaThiBaiach clieuadbHbIM KOMUTETOM Co-
Beta EBporbl ipu yuactun r1opuctoB CIIA ¥ Jpyrux CTpaH B TEUEHUE YETHIPEX JIET.
CemHaqUaThIO rOCy1apCcTBaMU, BKIOYasi Poccuio, TOKYMEHT HE TOAMCAH, CUHUTas,

4YTO OHA HApymacT IIpaBa 4YCJIOBCKaA.

71



